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Deepfake videos present increasing risks for misinformation, identity fraud, and manipulation of public opinion. These videos
create significant risks for security. However, detection models usually perform poorly when videos are degraded by real-world
conditions like compression and noise. This study investigates how video degradation affects the performance of deepfake
detection models. A Convolutional Neural Network Long Short-Term Memory (CNN-LSTM) detection architecture was
trained on the FaceForensics++ C23 dataset, using original videos as the real class and NeuralTextures videos as the fake class.
Degradations which used blur, noise, and compression were applied to create real-world conditions. Four experiments were
conducted to see how the model performs under clean and degraded training and testing conditions. When both training and
testing data were clean, the model had a 91.0% accuracy and a ROC-AUC of 0.9546. However, when that same clean-trained
model was tested on degraded videos, the performance dropped substantially, resulting in an accuracy of 54.5% and a ROC-AUC
of 0.5668. When both training and testing data were degraded, the model had an accuracy of 55.5% and a ROC-AUC of 0.6092.
When the degraded-trained model was tested on clean videos, it had an accuracy of 58.5% and a ROC-AUC of 0.5970. Overall,
these results show that training detection models with degraded data changes the model’s behavior but does not fully restore
performance under degraded real-world conditions.
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Introduction

The rise of artificial intelligence has come with many appli-
cations as well as ethical concerns. One such application is
deepfakes, which can be described as AI-generated videos,
photos, or audio that make people appear to do or say things
that never truly happened.1 While many individuals may not
realize it, deepfakes are everywhere, including social media
platforms, news sites, and entertainment media. They can be
used to spread misinformation and create many security risks.
They often allow identity impersonation, fraud, and the ma-
nipulation of public opinion. In 2023, face swap attacks in-
creased by 704%.2 These are a subset of deepfake attacks. As
they increase in number, this demonstrates the increased need
for detection technology.

Machine learning allows computers to learn patterns from
data and use those patterns to make predictions on new ex-
amples. In deepfake detection, supervised learning is com-
monly used because models are trained on labeled real and
fake videos. The model learns visual and temporal patterns
from the training data and is then tested on unseen videos to
evaluate whether it can generalize beyond the examples it has
already seen.
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Deepfakes function by training AI models on datasets so
that they can learn patterns and then reproduce those into new
content. Oftentimes, neural networks are used to train them
on huge amounts of video data. Models such as Genera-
tive Adversarial Networks (GANs) use competing generator
and discriminator networks to learn how to produce increas-
ingly realistic synthetic content.3 Through these processes,
deepfakes come in several forms, including audio, video, and
image-based deepfakes. While all these present risks, this pa-
per specifically focuses on video deepfakes.

As deepfake generation technology has advanced, deepfake
detection has become increasingly difficult. The increasing
realism of deepfakes has made it more difficult for humans to
distinguish between what is real and what is fake. Addition-
ally, these models are quickly changing, allowing deepfake
creators to quickly adapt based on new developments. For this
reason, manually identifying deepfakes is no longer reliable,
creating a need for automated detection systems.

To address these challenges, researchers have created mul-
tiple different detection methods. Many of these methods de-
pend on deep-learning based models, which teach computers
to recognize patterns from large amounts of data without be-
ing explicitly programmed. Other detection approaches are
feature-based or statistical approaches which rely on human
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selected visual clues. These different models exist because
there are several tradeoffs between models including accuracy
vs. complexity and interpretability vs. performance.

As previously discussed, there are different categories of
deepfake detection methods. Deepfake detection models are
often categorized based on their interpretability.4 Black-box
models are AI systems which are hard to interpret but have
extremely high accuracy. On the other hand, white-box mod-
els are more transparent but have lower accuracy. It may
seem like the best choice is the black-box model because of
the higher accuracy, but all these factors are important for re-
searchers when choosing a model because deepfake detection
involves user trust, explainability, and ethical concerns. In this
work, the proposed architecture is mainly a black-box deep
learning model. However, the steps of the model are still ex-
plainable. ResNet-50 looks at the visual details in each video
frame, the LSTM looks at how those details change across
frames, and the final classifier decides whether the video is
real or fake.

Many deepfake detection systems rely on neural networks,
specifically convolutional neural networks (CNNs). CNNs
work particularly well for image and video analysis because
they can automatically learn hierarchical visual patterns such
as edges, textures, shapes, and facial structures.5 Overall,
CNNs have been widely used in computer vision tasks, in-
cluding deepfake detection. Other types of models include
recurrent neural networks, which process sequences of frames
over time, and autoencoders, which learn compressed repre-
sentations of input data. These models can be used in different
parts of deepfake generation and detection, depending on the
design of the system.

Many researchers have worked on projects related to the
detection of deepfakes using various methodologies.

Baocai et al. looked at the robustness of face-swap detec-
tion models under common distortions.6 These included JPEG
compression, Gaussian noise, motion blur, and bitrate reduc-
tion. This study is directly connected to the present work be-
cause several of these distortions overlap with the degradation
types that are used in this experiment. Their work shows that
strong performance in clean or controlled training conditions
may not replicate in real-world video conditions.

Lagsoun et al. proposed a compression-aware framework
for deepfake detection.7 They specifically focused on improv-
ing detection under high-compression conditions. Because
videos shared online are often compressed during uploading,
streaming, or transmission, this is important for real-world
applications. Compression can remove details that deepfake
models rely on to identify manipulated videos. This supports
the need for detection systems that can be reliable even after
video quality is decreased.

Tian et al. proposed GFADE, which is a method focused
on improving deepfake detection generalization through fea-

ture adaptation.8 Overall, it addresses the broader problem of
models failing under domain shift because they learn features
that are too specific to one dataset or manipulation type. Fea-
ture adaptation methods are particularly useful because they
try to make the learned representation more stable across dif-
ferent testing conditions. This connects to the present study
because degraded videos also change the features that the de-
tector analyzes, which causes the model to perform differently
than during original training.

Batagelj et al. looked at cross-dataset deepfake detection
using self-supervised learning.9 The work showed that self-
supervised strategies can help improve generalization across
datasets by helping the model learn more transferable fea-
tures instead of depending only on supervised labels from
one dataset. This is specifically important because models
can overfit to a training dataset, which is relevant because the
present work focuses on how well the model generalizes when
the testing condition changes.

Lu Ebrahimi investigated how accuracy can overestimate
how models actually perform in the real-world.10 This fact
occurs because online content is often compressed to make it
easier to transfer. In their experiment, they used similar data
to the current study, focusing on the FaceForensics++ dataset
at raw, C23, and C40 quality levels. They applied several
degradations like JPEG compression, Gaussian noise, Gaus-
sian blur, average blur, resizing, and combined distortions.
For their method, they utilized a robustness-assessment frame-
work with stochastic degradation augmentation during model
training. As their conclusion, they discovered that deepfake
detectors can lose substantial performance after common im-
age/video transformations. However, training with controlled
degradations can help with robustness, but augmentation can
reduce performance on clean images. This paper is partic-
ularly relevant because it evaluates the dataset used in this
study, specifically, FaceForensics++ quality variants, includ-
ing C23 and C40.

Li et al. focuses on deepfake videos that have been posted
on social media, where they often go through compression.11

They evaluated low-quality deepfake-video settings and doc-
umented their exact datasets before formal use. They used
a spatial restored detection framework, including a visual-
restoration and mapping stage, high frequency recovery, and
a degradation-oriented approach. They found that low reso-
lution and heavy compression can remove the needed visual
features. The authors report that a restoration-aware detector
can outperform conventional approaches on real-world videos.
This is extra relevant because it shows how compression is a
strong threat to a ResNet-50 extractor because CNNs depend
on several visual features.

Gao et al. proposed high-frequency enhancement for highly
compressed deepfakes.12 Specifically, a high-frequency en-
hancement network that combines local and global high fre-
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quency representations was proposed. They found that com-
pression removes visual artifacts from the image, but explic-
itly enhancing high-frequency information improves detec-
tion. This paper supports the mechanism behind a likely de-
cline in my model’s accuracy after JPEG compression.

Zhang et al. use a Multi-View Inconsistency Measurement,
which uses a combination of noise-inconsistency stream and
temporal-inconsistency stream.13 They then detect and local-
ize deepfake manipulations by combining different kinds of
inconsistency. The data they use includes FFIW and associ-
ated video deepfake testing, testing the degradations of Gaus-
sian blur, Gaussian noise, JPEG compression, and video com-
pression. They report that combining noise inconsistencies
with cross frame temporal inconsistencies improves robust-
ness compared to using a single evidence source. This is ex-
tremely relevant because it is a direct comparison to the CNN-
LSTM model used in this paper. The architecture of this paper
focuses on spatial and temporal information specifically.

Balafrej et al. examines a more practical detector that is
computationally efficient and resilient to real-world trans for-
mations.14 Specifically, they use a steganalysis-inspired SR-
Net detector tested with RGB, YCbCr, and DCT-domain rep-
resentations to analyze Celeb-DFv2 and DFDC data. The
pipeline of this model includes face detection, dynamic frame
sampling, and data augmentation. The degradations they uti-
lized in training are JPEG compression, Gaussian noise, Gaus-
sian blur, resizing, grayscale conversion, color changes, and
brightness adjustments. Overall, they found that YCbCr rep-
resentation achieved the strongest reported AUC values in the
paper. This shows that degradation-oriented training can im-
prove models across datasets. This is useful to this paper be-
cause the model used could be trained with realistic degrada-
tion augmentation in the future.

Zhang et al. use a generalizable detector, called IncoTune,
which utilizes inconsistent cues instead of dataset-specific ar-
tifacts.15 They used degradations of JPEG compression at
quality levels of 75, 50, and 25 on the FaceForensics++,
Celeb-DF, DFD, DFDC, and DFDCP datasets. In the reported
experiment, the AUC declined from 91.66% on clean data to
70.15% at the strongest compression level. This demonstrates
that preserving deepfake-detection performance is extremely
difficult for several different methods. This is useful to under-
stand for this paper because it shows excellent direct quantita-
tive evidence for the JPEG-compression hypothesis.

Xu et al. compares the robustness of deepfake detec-
tors under spatial and frequency-domain perturbations.16 The
authors utilize several models including ResNet-50, Xcep-
tionMinimal, and FreqNet, using data focusing on deepfake
benchmarks used for those models. Several degradations are
used, including JPEG compression at quality values from 20
to 100, Gaussian blur with σ = 1,2,4, resizing from 0.4 to 1.0
scale, frequency masking, and a combined resize–blur–JPEG

transformation. Their main findings are that the Gaussian
blur produced the largest difference among the tested model
responses. ResNet-50 is what showed comparatively stable
prediction-score behavior in the study’s analysis. This is ex-
tremely useful for this study because the paper uses ResNet-
50.

Clapten and Balaji target compressed/degraded video deep-
fake detection by modeling block-level video coding behavior
and temporal artifacts using data from the Celeb-DF dataset.17

They utilized IP-GTA Net: block-level 8 × 8 intra predic-
tion reconstruction, hybrid convolutional autoencoder, Mo-
bileNetV3 feature extraction, gated convolutional recurrent
units, and temporal attention. They ultimately found 90.52%
accuracy and 0.9051 F1 and on Celeb-DF, exceeding compar-
isons with other models. This is extremely useful because it
is a close architecture comparison because both approaches
combine CNN visual features and recurrent temporal model-
ing.

Lagsoun et al. treats compressed deepfake detection as the
main classification problem.18 They utilize compressed deep-
fake data and use a genetic-algorithm and LASSO-based fea-
tures selection followed by deep-learning classification. The
authors report original compressed-deepfake detection experi-
ments and propose selected features intended to remain useful
despite compression. As can be seen, compressed deepfake
detection is a recognized research problem.

Coccomini et al. ask whether modern deep-learning ar-
chitectures trained on one type of forgery generalized to
other manipulation types and datasets.19 The data used is
ForgeryNet for training/analysis and DFDC Preview for cross
dataset evaluation. The models they used are Efficient-
NetV2 M, Vision Transformer, and Swin Transformer. Dur-
ing the experiment, they included random image compres-
sion and Gaussian-noise augmentation. They found that cross-
dataset performance differed sharply from within-dataset per-
formance. The study’s reported Swin-Small model achieved
71.2% AUC in one broader-training cross-dataset configura-
tion, showing that architecture choice and training diversity
affect transfer. A limitation in this study is that for the model
that is tested only on FaceForensics++ C23 may learn dataset-
specific features, so a separate cross-dataset test is required
before claiming general real-world robustness.

Pu et al. focus on improving deepfake-video detection by
learning at both frame and video levels.20 They used data from
multiple video deepfake benchmarks with cross-dataset evalu-
ation, using a dual-level model combining frame-level classifi-
cation with video-level prediction and an AUC-oriented loss.
They found that the system improves robustness by exploit-
ing both local face artifacts and video-level evidence. This is
highly relevant to this study because the ResNet-50 + LSTM
structure depends on frame-level spatial evidence plus sequen-
tial temporal information, so this paper provides a scholarly
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precedent for combining the two levels.
Zhao et al. improve transfer between low-definition and

high-definition deepfake video conditions.21 They used low
definition and high-definition deepfake video domains using
semantic reduction and cross-domain training. The study eval-
uated the low-definition/high-definition mismatch directly and
proposed training intended to reduce sensitivity to definition
changes. This provides direct support for discussing resolu-
tion as a form of domain shift. Even if the underlying fake
generation process is similar, the input distribution changes
after downsampling, compression, or re-encoding.

Li et al. looked at how deepfake detection models can
work on different sets of data without depending on certain
features.22 They used features and frequency guidance from
masks and training that helps models work across areas. This
helps signs of fake content from things like image compres-
sion or differences in how pictures are taken. This is helpful
for the paper because it shows how changing the type of data
a model is trained on can make CNNs less effective. When
a model learns patterns that only work for data sets, like C23
or FaceForensics++ it can’t find features that always show if
something is a deepfake.

Petmezas et al. compare CNN and Transformer deepfake
detectors under cross-dataset video-testing conditions.23 They
used FaceForensics++, Celeb-DF, DeepFakeDetection, and
ReenactFaces datasets on the models ResNet-50, ResNet-101,
CNN–LSTM, CNN with attention, Vision Transformer, and
TimeSformer. They directed cross-dataset testing, limited tar-
get domain fine-tuning, and temporal-window analysis. They
found that generalization depends strongly on both model ar-
chitecture and training/testing domain. Fine-tuning and tem-
poral context can improve transfer, but no model is uniformly
robust in every cross-dataset setting. This is extremely rele-
vant because it includes both ResNet-50 and CNN-LSTM sys-
tems.

Agrawal et al. compared multiple spatiotemporal archi tec-
tures under realistic video deepfake conditions.24 They com-
pared the models of 3D CNN, 3D ResNet, temporal con
volutional network, and variational autoencoder on the data
of FaceForensics++, DFDC, and Celeb-DF. They found that
crossdataset detection remained challenging. The study’s
highest reported cross-dataset test accuracy was 64.68% for
its 3D CNN, underscoring the gap between controlled bench-
marking and transfer to heterogeneous data. This is important
for this study because a high FaceForensics++ test score may
be valid for that dataset, but it cannot automatically establish
performance under another dataset, manipulation method, or
compression pipeline.

Ismail et al. combined spatial facial evidence and temporal
video evidence in a unified deepfake detector.25 They used
the model of YOLO face detection, HOG-CNN and modi-
fied XceptionNet features, feature fusion, and stacked GRUs

for temporal classification on the datasets of FaceForensics++
C23 and Celeb-DF. The approach shows that combined spatial
and temporal evidence can improve video deepfake detection
and supports mixed-source training. This is useful to this pa-
per because it is a close conceptual precursor to the ResNet-50
+ LSTM pipeline.

Lal et al. enhanced video deepfake detection through
attention-weighted spatial features and LSTM-based temporal
modeling.26 It used face extraction, ResNeXt-50 visual fea-
tures, soft attention, LSTM temporal sequence analysis, and
softmax classification on deepfake video data. The proposed
ResNeXt attention-LSTM model reported 92.88% accuracy
on the RAW FaceForensics++ condition in the paper’s eval-
uation. This is a direct structural comparison to the model
used in this study: ResNeXt-50/ResNet-50 backbone features
are aggregated by an LSTM. Temporal modeling is expected
to capture blink, movement, warping, flicker, or inter-frame
inconsistency information that a single-frame CNN may miss.

Rafique et al. detects deepfake images using error-level
analysis and deep-learning features.27 They use the method
of Error-Level Analysis (ELA), CNN feature extraction, then
k-nearest-neighbor and support-vector-machine classification
on deepfake-image data. The authors report 89.5% accuracy
for their best ResNet + k-NN configuration. This source is
useful for explaining that JPEG encoding may sometimes cre-
ate forensic evidence, such as inconsistent local compression
errors.

Cunha et al. improve video deepfake detection by op-
timizing deep neural-network model configurations.28 They
use particle swarm optimization to tune/enhance deep neural-
network design on video deepfake benchmarks. The authors
report original comparative performance experiments showing
the benefit of optimized model configurations. This is useful
because it demonstrates how neural networks can be used for
deepfake detection, which is utilized in this study.

Rajesh and Maruthupermal use multiple facial cues and
attention mechanisms to identify deepfakes more reliably.29

They test EfficientNet-B7 with attention, combining texture,
face shape, landmarks, eye-blink behavior, and motion-related
information on deepfake benchmark data. The article presents
original experiments suggesting that multi-cue attention-based
analysis can improve deepfake identification. This is useful to
see the contrast between detectors relying mainly on ResNet
visual features and LSTM sequences compared to multi-cue
approaches.

Jiang et al. (2025) proposed a face-forgery detection
and localization framework that combines high-frequency and
texture-based features to improve reliability on compressed
media.30 Using FaceForensics++, Celeb-DF, and DFDC, the
study reported performance improvements of 1% to 10% over
comparison methods and emphasized that heavy JPEG com-
pression can substantially reduce the visibility of manipulation
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artifacts.
An important part of training deepfake detection models

is access to large datasets. Many researchers have used the
FaceForensics++ Dataset. This dataset includes videos cre-
ated from multiple different models such as autoencoders and
GAN based models. This dataset has been used widely by
researchers because it includes a variety of real-world condi-
tions, including differences in lighting and other distractors.
It is important to include real-world conditions when training
models in controlled settings because it helps evaluate whether
deepfake detectors remain successful when tested realistically.

Tables I–III show a comprehensive comparison of the re-
lated works investigated in this study.

A major challenge in deepfake detection is that real-world
videos are often degraded due to compression during trans-
mission. These degradations can remove or distort the visual
cues that deepfake detection models rely on. Prior research
has explored the effects of image degradation using CNN-
based and other machine learning approaches. Building on
this work, this study utilizes a model architecture that com-
bines spatial feature extraction and temporal pattern analysis.
Specifically, it focuses on video-based deepfake detection and
the impact of degradation. To simulate real-world conditions,
degradations such as blur, noise, and compression are applied.
This study aims to evaluate how video degradation affects the
performance and generalization of deepfake detection mod-
els using a CNN-LSTM architecture. It asks: How does vi-
sual degradation affect deepfake detection performance, and
to what extent can degraded training improve the model ro-
bustness?

Methodology

This study employs a comparative experimental design to
evaluate the impact of domain shift caused by video degra-
dation on deepfake detection performance. Four experiments
were conducted to test the model under clean and degraded
training and testing conditions. In the first experiment, the
model was both trained and tested on clean videos as a base-
line. In the second experiment, the same clean-trained model
was tested on degraded videos to understand domain shift. In
the third experiment, the model was both trained and tested
on degraded videos to understand whether degraded training
would improve degraded-video performance. In the fourth
experiment, the degraded-trained model was tested on clean
videos to see whether degraded training could still generalize
to clean data. This design helps compare model performance
under matched and mismatched data conditions.

Fig. 1 shows the overall pipeline used in this study, from
dataset selection and degradation to face detection, model pre-
diction, and evaluation.

In this study, the publicly available deepfake dataset of
FaceForensics++ was utilized.31 This dataset contains 1000
original (real) videos and 6000 deepfake videos. To ensure
consistency in manipulation type, the NeuralTextures subset
was selected. This folder consists of deepfakes that focus on
repetitive patterns to be able to generate hyper-realistic skin
textures, clothing, and backgrounds.

Due to computational constraints, a balanced subset of the
dataset was used for experimentation. 800 videos were se-
lected for training and 200 videos for testing, with an equal
number of real and deepfake samples to maintain class bal-
ance. The training set contained 400 real videos and 400 fake
videos, while the test set had 100 real videos and 100 fake
videos. These videos were chosen using a random balanced
split with a fixed random seed of 42. Real and fake videos
were shuffled separately. In addition to that, the train and test
sets were checked to make sure that no video appeared in both
sets. Ensuring that the dataset is balanced prevents the model
from favoring the majority class, preventing shortcut learning
and improving the model’s generalization on new data. The
exact train and test video ID lists were saved as supplemen-
tary files for reproducibility, including separate lists for real
and fake videos in each split.

To better approximate real-world conditions that deepfake
detection models see, such as social media compression, low
bandwidth, and poor recording quality, image degradation was
applied using Python and OpenCV-based image processing
operations. The specific degradations were Gaussian blur, ad-
ditive noise, and JPEG compression, which together represent
common types of quality loss in online videos. Gaussian blur
was applied using kernel sizes of 7, 9, or 11, with a randomly
selected kernel size per video. Gaussian noise was added with
a standard deviation which was randomly selected between 18
and 45 for each video. JPEG compression was also applied
with a quality value randomly selected between 15 and 45 for
each video. Since these values were selected using the fixed
random seed of 42, it allows the degradation process to be re-
producible. Each video kept the same degradation parameters
across the sampled frames so that the video had a consistent
degradation condition. The videos from the FaceForensics++
dataset were processed into frames for degradation as input.
These frames were then resized and normalized to ensure that
they were consistent. Degradations were applied frame-by-
frame, with random parameter values chosen for each video
so that the videos were degraded but still recognizable. This
was done to prevent the model from being overfit into a sin-
gle corruption level. The corruption order was Gaussian blur,
followed by Gaussian noise, followed by JPEG compression.
For Gaussian blur, sigma was randomly selected between 1.2
and 3.0 for each video. The degradation process used uint8
image frames with pixel values in the 0–255 range.

After the degradation of the videos was completed, the
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Table 1 Summary of Qualifying Peer-Reviewed Primary Research Studies Currently Included in the Related Work (Part I)

Study Media Type Method / Model Used Dataset Key Findings Strengths Limitations

Baocai et al.
(2026) 6

Video Multiple detectors tested
under visual and
transmission distortions

Face-swap deepfake
videos

JPEG compression, blur,
noise, and bitrate reduction
reduce detection
performance

Directly studies
real-world degradation

Focused on face-swap
detection models

Lagsoun et al.
(2025) 7

Video Compression-aware
deepfake detection
framework

Deepfake video
benchmarks

Compression-aware design
improves robustness under
quality loss

Directly focused on
compression

Less focused on blur and
noise

Tian et al. (2025) 8 Image/Video Generalized feature
adaptation and
discrimination

Multiple deepfake
datasets

Feature adaptation improves
generalization across
changing conditions

Strong
domain-generalization
focus

Not narrowly focused on
degradation

Batagelj et al.
(2025) 9

Video Multitask self-supervised
learning

Multiple deepfake
datasets

Self-supervised learning
improves cross-dataset
robustness

Strong generalization
approach

More complex training
process

Lu & Ebrahimi
(2024) 10

Image/Video Robustness-assessment
framework with
degradation augmentation

FaceForensics++ raw,
C23, C40

Common transformations
reduce performance;
controlled degradation
training can improve
robustness

Directly evaluates the
same dataset quality
variants

Augmentation can reduce
clean-image performance

Li et al. (2023) 11 Video Spatial Restored Detection
Framework

Low-quality
social-media deepfake
videos

Low resolution and heavy
compression remove useful
visual features

Directly studies
low-quality compressed
videos

Uses a specialized
restoration framework

Gao et al. (2024) 12 Image/Video High-frequency
enhancement network

Highly compressed
deepfake content

High-frequency
enhancement improves
detection after compression

Directly studies
compression

Primarily focused on
high-frequency
information

Zhang et al.
(2025) 13

Video Multi-View Inconsistency
Measurement

FFIW and deepfake
video data

Combining noise and
temporal inconsistencies
improves robustness

Direct spatial and
temporal comparison

Uses a different
architecture

Balafrej et al.
(2024) 14

Image/Video SRNet with RGB, YCbCr,
and DCT representations

Celeb-DFv2 and DFDC YCbCr achieved the
strongest reported AUC
values

Tests many realistic
degradations

Different datasets and
architecture

Table 2 Summary of Qualifying Peer-Reviewed Primary Research Studies Currently Included in the Related Work (Part II)

Study Media Type Method / Model Used Dataset Key Findings Strengths Limitations

Zhang et al.
(2026) 15

Image/Video IncoTune FF++, Celeb-DF, DFD,
DFDC, DFDCP

AUC declined from 91.66%
clean to 70.15% under
strongest compression

Strong quantitative
JPEG-compression
evidence

Uses a vision-language
approach

Xu et al. (2026) 16 Image ResNet-50,
XceptionMinimal,
FreqNet

Deepfake benchmarks Gaussian blur caused large
changes in detector
responses

Directly evaluates
ResNet-50

Primarily image-level
analysis

Clapten and Balaji
(2025) 17

Video IP-GTA Net with
MobileNetV3 and
recurrent temporal
modeling

Celeb-DF Reported 90.52% accuracy
and 0.9051 F1

Close CNN plus recurrent
architecture comparison

Different backbone and
dataset

Lagsoun et al.
(2026) 18

Video GA-LASSO feature
selection and classification

Compressed deepfake
data

Selected features remain
useful despite compression

Treats compression as the
primary problem

Different feature-selection
approach

Coccomini et al.
(2023) 19

Video EfficientNetV2-M, Vision
Transformer, Swin
Transformer

ForgeryNet and DFDC
Preview

Cross-dataset performance
differed sharply from
within-dataset performance

Strong generalization
evaluation

Not focused on
CNN-LSTM

Pu et al. (2022) 20 Video Deep dual-level network Multiple deepfake
benchmarks

Frame-level and video-level
evidence improve robustness

Strong spatial and
video-level comparison

Different architecture

Zhao et al.
(2025) 21

Video Semantic reduction and
cross-domain training

Low- and
high-definition
deepfake domains

Cross-domain training
reduces sensitivity to
definition changes

Directly addresses
quality-based domain
shift

Focuses on definition
mismatch

Li et al. (2025) 22 Image/Video Domain generalization
and mask-guided
supervision

Multiple deepfake
datasets

Generalized features reduce
dataset-specific dependence

Strong
domain-generalization
focus

Not specifically focused
on blur/noise/JPEG
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Table 3 Summary of Qualifying Peer-Reviewed Primary Research Studies Currently Included in the Related Work (Part III)
Study Media Type Method / Model Used Dataset Key Findings Strengths Limitations
Petmezas et al.
(2026) 23

Video ResNet-50, ResNet-101,
CNN-LSTM, ViT,
TimeSformer

FF++, Celeb-DF, DFD,
ReenactFaces

Generalization depends on
architecture and
training/testing domain

Directly includes
ResNet-50 and
CNN-LSTM

Cross-dataset rather than
degradation-focused

Agrawal et al.
(2026) 24

Video 3D CNN, 3D ResNet,
TCN, VAE

FF++, DFDC,
Celeb-DF

Cross-dataset detection
remained challenging

Tests multiple
spatiotemporal
architectures

Does not isolate
degradation effects

Ismail et al.
(2022) 25

Video YOLO, HOG-CNN,
XceptionNet, stacked
GRUs

FF++ C23 and
Celeb-DF

Combined spatial and
temporal evidence improves
video detection

Close conceptual
comparison to
CNN-LSTM

Uses different feature
extractors

Lal et al. (2025) 26 Video ResNeXt-50, attention,
LSTM

Deepfake video data Proposed
ResNeXt-attention-LSTM
model reported 92.88%
accuracy on RAW FF++

Very close structural
comparison

Different dataset and
attention design

Rafique et al.
(2023) 27

Image ELA, CNN, k-NN/SVM Deepfake image data Best ResNet + k-NN
configuration reported
89.5% accuracy

Shows JPEG encoding
can create forensic
evidence

Image rather than video
detection

Cunha et al.
(2024) 28

Video Particle Swarm
Optimization with deep
neural networks

Video deepfake
benchmarks

Optimization improved
model configurations

Shows importance of
model optimization

Not specifically focused
on degradation

Rajesh &
Maruthuperumal
(2026) 29

Video EfficientNet-B7 with
attention and multiple
facial cues

Deepfake benchmark
data

Multi-cue attention
improves deepfake
identification

Uses texture, landmark,
blink, and motion cues

Different architecture

Jiang et al.
(2025) 30

Image/Video High-frequency and
texture features

FF++, Celeb-DF,
DFDC

Heavy JPEG and H.264
compression reduce
manipulation artifacts

Direct connection to
compression robustness

Also focuses on
localization

Figure. 1 Overview of the deepfake detection pipeline in this study.

Figure. 2 Example of a clean frame and its degraded version after
blur, Gaussian noise, and JPEG compression.

videos were prepared for model input and evaluation on the
predefined training and testing sets. Next, it was important to
convert the raw videos into a consistent format to input into the
model. For this reason, every video was turned into a fixed-
length sequence of face frames. This process was done us-

ing OpenCV, which allows individuals to read, write, and ma-
nipulate videos and images. The library also allows for face
and pattern recognition in videos. The frames of the degraded
videos were sampled at a fixed interval of every fourth frame
to reduce repetitiveness among the videos. Since OpenCV
reads videos in BGR, once they passed through that process,
every one of these sampled frames was converted back to RGB
to be passed through deep learning models. From the sampled
frames, the faces from the videos were detected and cropped
so that the focus of the model was on the faces where signs
of deepfakes usually come through. Face detection was per-
formed using the YuNet face detector, a lightweight CNN-
based face detector available in OpenCV.32 YuNet detects
faces by predicting bounding boxes and confidence scores for
faces in each frame. The highest-confidence face detection
in each frame was selected and cropped before being resized
to the model’s input resolution. Each one of the videos was
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represented as a sequence of 8 face crops. If fewer than 8
faces were detected, the last detected face was repeated. If no
face was detected in a frame, a center-cropped region of the
image was used to maintain consistent input data. This pro-
cess made sure that every video had the same input shape for
the deep learning model. The same frame sampling, face de-
tection, cropping, resizing, and normalization processes were
used on both clean and degraded conditions. This was done so
that the performance differences could clearly be attributed to
degradation and the training condition instead of inconsistent
preprocessing.

The deepfake detector model was built using two main parts
known as a CNN, specifically ResNet-50, and a Long Short-
Term Memory (LSTM). The CNN was used to analyze the
sampled individual frames of the videos, and the LSTM was
used to analyze how frames change over time. To extract im-
portant visual features from each frame, a ResNet-50 model
was used. This is a 50-layer deep CNN introduced by He
et al. (2016), which was originally trained on the ImageNet
dataset.5 Using the pretrained model helped the system start
with an understanding of common visual patterns, making it
stronger for image and video classification tasks. The ResNet-
50 model turned each face image into a set of numbers de-
scribing the patterns, boundaries, facial structure details, and
lighting inconsistencies. So, instead of working with pixels
from the image, the model would work with these features
that were already understood. This set of numbers is called
a 2048-dimensional feature vector which was then passed to
the LSTM model to evaluate. An LSTM is built to handle se-
quences since it processes data in a step-by-step manner.33 Af-
ter it has received the 8 feature vectors in a video from ResNet,
it takes each one, which is 2048 numbers, and reads them in
order. An LSTM functions by looking at the current frame’s
features, remembering important things from previous frames,
deciding what to keep and what to forget, and updating its in-
ternal memory. This memory has a size of 384 numbers which
represents patterns it has noticed so far and any inconsisten-
cies. This 384-number summary is then fed into a classifier
which examines the summary and determines if the video is
real or fake. An attention pooling layer was used after the
LSTM to help the model focus more on the most informa-
tive frames before making the final classification. The final
model was a pretrained ResNet-50 feature extractor, a two-
layer LSTM with a hidden size of 384, an attention pooling
layer, and a binary classification head.

The cross-entropy loss was calculated when training the
model, which is useful for binary classification tasks. It mea-
sures how wrong the model’s predictions are compared to the
true labels. Loss was calculated after the model predicted the
category of each video. The AdamW optimizer then updated
the model’s weights to reduce the error.34 AdamW was cho-
sen because it combines adaptive learning rates with weight

Figure. 3 ROC-AUC comparison across clean and degraded train-
ing/testing conditions.

decay, which can help improve training stability and reduce
overfitting. The model was trained with a learning rate of 3
× 10−4 and a weight decay of 2 × 10−4. Cross-entropy loss
with label smoothing was used for classification. A warmup
plus cosine decay learning-rate schedule was used to stabilize
early training and gradually reduce the learning rate over later
epochs.

Instead of training the model on the entire dataset all
at once, the model was trained using smaller batches of
videos. The batch size was four because using relatively small
batches helped reduce GPU memory usage while process-
ing sequences of video frames. The model went through the
dataset multiple times since it was trained for 12 epochs. The
experiments were trained using Google Colab with a CUDA-
enabled GPU. Mixed precision training was used when avail-
able to reduce memory usage and improve training speed
while keeping the same model structure and training proce-
dure.

Two training conditions were used in this study: clean train-
ing and degraded training. Both the clean-trained model and
degraded-trained model were each individually tested on de-
graded and clean test videos. This produced four experimental
conditions for comparing matched and mismatched training
and testing domains.

Results

To evaluate how the model performs, standard classification
metrics commonly used in deepfake detection and image clas-
sification tasks were used. These include accuracy and RO-
CAUC, recall, and F1-score. Accuracy is the overall correct-
ness of the model, recall measures how many samples from a
class the model correctly identified, and ROC-AUC measures
how well the model separates real and fake videos across clas-
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sification thresholds. The metrics apart from accuracy were in-
cluded because accuracy by itself may hide whether the model
performs differently on real and fake videos. Class predictions
were produced using a binary classification threshold of 0.5.

Four experiments were evaluated to measure the effect of
degradation on deepfake detection performance. The clean
training/clean testing condition was used as the baseline. The
clean training/degraded testing condition was used to see the
effect of domain shift. The degraded training/degraded testing
condition was used to test whether degraded training improved
performance on degraded videos. The degraded training/clean
testing condition was used to test whether the degraded train-
ing generalized back to clean videos.

The clean-training/clean-testing condition showed the
strongest performance, with 91.0% accuracy and a ROC-AUC
of 0.9546. The model correctly identified 86 out of 100 real
videos and 96 out of 100 fake videos, showing that the CNNL-
STM architecture can distinguish between real and fake videos
when testing and training conditions are both clean.

However, when the same clean-trained model was tested on
degraded videos, its performance dropped substantially. Ac-
curacy went from 91.0% to 54.5%, and ROC-AUC decreased
from 0.9546 to 0.5668. Fake recall also dropped from 0.9600
to 0.5300. This shows that the model missed many fake videos
under degraded conditions. It suggests that blur, noise, and
compression reduced the model’s ability to detect manipulated
videos.

Training directly on degraded videos did not substantially
improve the model. The degraded-training/degraded-testing
condition had an accuracy of 55.5% and a ROC-AUC of
0.6092. Although ROC-AUC improved slightly compared
with the clean-training/degraded-testing condition, fake re-
call dropped to 0.3300. This means that the degraded-trained
model became better at identifying real videos but worse at
detecting fake videos.

The degraded-training/clean-testing condition achieved
58.5% accuracy and a ROC-AUC of 0.5970. This result shows
that degraded training also did not generalize strongly back to
clean videos. Overall, the results show that video degradation
caused a major performance drop, and degraded-only training
was not able to fully restore reliable deepfake detection per-
formance.

Discussion

The results show that video degradation created a major do-
main shift for the deepfake detection model. The clean-
training/clean-testing condition performed the best, with
91.0% accuracy and a ROC-AUC of 0.9546. This shows that
the CNN-LSTM architecture was able to learn useful differ-
ences between real and NeuralTextures videos when the train-
ing and testing conditions matched. However, when the same

clean-trained model was tested on degraded videos, its perfor-
mance dropped to 54.5% accuracy and a ROC-AUC of 0.5668.
This substantial drop in performance shows that the model did
not generalize well when blur, noise, and compression were
added to the videos.

This drop in performance is likely because degradation
changes or removes the visual details that deepfake detection
models rely on. In clean videos, the model can use facial tex-
tures, boundaries, lighting inconsistencies, and other visual in-
formation to distinguish real and fake samples. When degra-
dation is applied, some of those details become harder to de-
tect. Blur can soften facial boundaries, noise can add random
patterns, and JPEG compression can remove texture and high-
frequency details that detectors use to identify manipulation
artifacts.10 As a result, the model trained only on clean videos
struggled to recognize fake videos under degraded conditions.

The degraded-training/degraded-testing condition showed
only limited recovery. Its ROC-AUC increased from 0.5668
in the clean-training/degraded-testing condition to 0.6092, but
its overall accuracy remained low at 55.5%. This means that
training on degraded videos helped the model slightly separate
real and fake videos, but it did not fully restore strong perfor-
mance. One important pattern was that real recall increased to
0.7800, while fake recall dropped to 0.3300. This shows that
the degraded-training model became more likely to correctly
identify real videos, but it struggled more with detecting fake
videos.

The degraded-training/clean-testing condition also had lim-
ited performance, with 58.5% accuracy and a ROC-AUC of
0.5970. This shows that degraded training did not gener-
alize strongly back to clean videos either. In other words,
training with only degraded data did not create a model that
worked well across clean and degraded conditions. Instead,
the model’s behavior changed depending on the training con-
dition, but neither degraded condition reached the perfor-
mance of the clean baseline.

These findings are also consistent with prior work show-
ing that real-world compression and visual degradation can
reduce the features that deepfake detectors depend on. They
also show why robustness is difficult in deepfake detection. A
model that performs well in a controlled clean setting might
not perform well once the videos are compressed, blurred, or
noisy. This is especially important because videos shared on-
line commonly undergo compression, re-encoding, or other
quality changes before they are viewed or analyzed.7,10,11

These results also connect more directly to the prior studies
in the literature review. Baocai et al. showed that common vi-
sual and transmission distortions such as JPEG compression,
Gaussian noise, motion blur, and bitrate reduction can reduce
deepfake detection performance.6 This matches the substan-
tial drop seen when the clean-trained model in the present
study was tested on degraded videos. Lagsoun et al. sim-
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Table 4 Summary of Model Performance Across Clean and Degraded Training/Testing Conditions

Condition Accuracy ROC-AUC Real Recall Fake Recall Real F1 Fake F1

Clean → Clean 0.9100 0.9546 0.8600 0.9600 0.9053 0.9143
Clean → Degraded 0.5450 0.5668 0.5600 0.5300 0.5517 0.5381
Degraded → Degraded 0.5550 0.6092 0.7800 0.3300 0.6367 0.4258
Degraded → Clean 0.5850 0.5970 0.6100 0.5600 0.5951 0.5744

ilarly focused on compression-aware deepfake detection and
showed the importance of designing models that remain re-
liable after video quality is reduced.7 Tian et al. addressed
the broader problem of domain shift by developing feature-
adaptation methods intended to improve generalization across
changing conditions.8 Batagelj et al. also showed that learning
more transferable features can improve cross-dataset robust-
ness.9 Together, these studies support the present finding that
strong performance in clean conditions does not necessarily
transfer to degraded or otherwise changed testing conditions.

Overall, the results show that simply adding degraded train-
ing data is not enough to solve the robustness problem. More
diverse training strategies may be needed, such as using mul-
tiple degradation levels, combining clean and degraded data
more carefully, adding more manipulation types, or using
larger datasets. The results support the idea that deepfake de-
tection systems should be evaluated under realistic conditions
instead of only clean benchmark settings.

Future work should test larger datasets, additional manipu-
lation types, mixed clean-and-degraded training, and separate
degradation levels to better understand how robust deepfake
detectors can be improved.

Several limitations should be acknowledged. First, this
study used 800 training videos and 200 test videos, which
may limit how strongly the findings can be generalized. The
experiments were also conducted using one fixed train/test
split and one random seed, so future work should repeat the
experiments across multiple seeds and report confidence in-
tervals. Second, only NeuralTextures was used as the deep-
fake manipulation method for the fake class. Because of
this, the findings may not fully extend to other manipula-
tion techniques such as FaceSwap, Face2Face, DeepFakes, or
FaceShifter. Third, the degradation process focused on com-
bined blur, noise, and JPEG compression rather than sepa-
rate blur-only, noise-only, compression-only, or severity-level
experiments. Future work should test different degradation
levels separately to better understand which distortions have
the strongest effect. Fourth, this study did not compare the
CNN-LSTM model against simpler baselines such as frame-
average ResNet-50, smaller CNNs, or classical feature-based
detectors. Finally, this study did not include saliency maps,
failure-case frame examples, precisionrecall curves, or boot-
strap confidence intervals. Future work could address these

limitations by using larger datasets, testing multiple manipu-
lation methods, comparing against baseline models, applying
a wider range of realistic video degradations, and including
more interpretability analysis. Future work could also include
making the training, degradation, and evaluation scripts avail-
able to improve reproducibility.

Conclusion

This study investigated how the degradation of video data af-
fects deepfake video detection using machine learning models.
Four experiments were conducted using the same ResNet-50
and LSTM architecture across clean and degraded training and
testing conditions. The results show that the model performed
strongest when trained and tested on clean videos, achieving
an accuracy of 91.0% and a ROC-AUC of 0.9546. However,
when the clean-trained model was tested on degraded videos,
performance dropped, leading to an accuracy of 54.5% and a
ROC-AUC of 0.5668. This demonstrates that video degrada-
tion is a major barrier to deepfake detection.

Training on degraded videos only partially improved
performance under degraded conditions. The degraded-
training/degraded-testing condition reached an accuracy of
55.5% and a ROC-AUC of 0.6092, while the degraded-
training/clean-testing condition reached an accuracy of 58.5%
and a ROC-AUC of 0.5970. These results show that degraded
training changed the model’s behavior but did not fully restore
reliable performance. Models trained only on clean footage
may struggle to detect deepfakes in real-world environments
where videos are often compressed, blurred, noisy, or other-
wise degraded. These findings highlight the importance of
evaluating deepfake detection models under realistic condi-
tions and developing training strategies that improve robust-
ness across both clean and degraded videos.
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