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Machine-learning phishing-email classifiers are typically tested on a held-out partition of their training dataset, which reveals
little about their behavior on a different distribution. This test-deployment mismatch is especially relevant to phishing written
by large language models (LLMs), widely assumed to remove many of the surface-level clues that legacy detectors use. It is
tempting to blame LLM authorship when detectors fail, but that explanation is confounded: LLM email differs from a legacy
corpus on two axes, authorship and source corpus. This study separates the two by evaluating frozen classical detectors across
independent corpora and, separately, under a narrowed comparison that holds the phishing subtype and the legitimate email
fixed. Frozen Random Forest, Multinomial Naive Bayes, and Logistic Regression classifiers trained on a legacy human dataset
were evaluated on that dataset, an independent cross corpus human dataset, and an LLM-generated dataset. The Random Forest
collapsed to near chance on cross corpus human email while Naive Bayes and Logistic Regression fell below it, and all three held
on LLM email. At a frozen threshold the failure appeared as false alarms on legitimate email, not missed phishing. The Random
Forest, for example, scored ROC-AUC 0.999 in-distribution but 0.529 and 0.888 respectively. Retraining on a broader mixed
corpus recovered performance only on datasets included in that retraining. In the narrowed comparison, machine authorship
gave no large measured advantage (ROC-AUC 0.9999 human, 0.9990 LLM, difference 0.0009). In conclusion, single-corpus
benchmarks overstated robustness for the three detectors and six corpora tested here.
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Introduction

Background and context

Phishing is one of the most prevalent cybersecurity attacks,
acting as an entry point for account compromise, creden-
tial theft, and financial fraud1,2. As email is mostly a
text medium, many phishing detection studies rely on clas-
sical machine-learning pipelines: usually a term-frequency-
inverse-document-frequency (TF-IDF) representation of the
text, a set of metadata signals, and a classifier such as Multi-
nomial Naive Bayes or Random Forest3. These studies fre-
quently report high accuracy and F1 on a held-out test set
drawn from the same dataset as the training data4. These
scores make the model appear strong and dependable.

The problem with this assumption, however, is that in-
distribution evaluation allows the training and test sets to share
similar vocabulary, formatting, header quirks, and collection-
time properties5,6. These similarities cause the model to per-
form extremely well on in-distribution evaluations, but during
deployment performance can drop sharply as these similar-
ities disappear7. In this new era of LLM-generated phish-
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ing the concern is more pressing, as language models pro-
duce clean, fluent messages. Commercial models will gen-
erate phishing content when prompted to8, and it is widely
assumed that this fluency removes the surface-level clues that
legacy detectors depend on9,10. This has led to a concern that
when tested against these cleaner, unfamiliar LLM-generated
emails, legacy detectors will lose their accuracy rapidly. From
this, it is tempting to blame LLM authorship for breaking
legacy detectors.

The authorship and corpus-shift confound

That explanation is confounded. When a detector trained
on legacy datasets performs poorly against LLM-generated
email, the problem can be attributed to authorship (machine-
written email versus human-written email) or corpus shift (the
messages come from different datasets, with different topics,
formatting, and metadata conventions). Any single compari-
son between a legacy human corpus and a modern LLM cor-
pus mixes the effects of corpus shift and authorship as the cor-
pora differ in both dimensions simultaneously. Attributing the
failure to either factor, authorship or corpus shift, without sep-
arating the impact of the two risks blaming the wrong cause.

This study addresses the confound in two separate ways.
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First, an intermediate group of unfamiliar human-written
email, the cross corpus human dataset, is placed between the
legacy and LLM data, so a comparison between the legacy
and this intermediate set changes only the corpus while keep-
ing the authorship constant. This tests whether the failure oc-
curs during this transfer itself. Second, the comparison is nar-
rowed to a single phishing subtype with the legitimate email
held fixed, so that authorship varies while those two factors do
not.

Objectives

A high score on one test dataset does not necessarily mean
that the detector has understood the general notion of phishing
emails. It may instead just reflect the lexical and metadata pat-
terns of the training dataset. Whether a detector is generaliz-
ing or just memorizing formatting only becomes visible when
tested against email drawn from a different distribution. If
performance does drop under a certain distribution shift, then
this knowledge can be used to determine if that problem can
be solved and how. As a single benchmark test cannot reveal
this on its own, the objective of this research is to measure
whether a detector’s in-distribution performance transfers to
other corpora, what form any failure takes, whether retraining
repairs it and how much machine authorship affects detection
once the phishing subtype and legitimate email are held fixed.
First, do near-perfect in-distribution scores survive on out-of-
distribution email (cross corpus human and LLM) without re-
training (RQ1)? Second, what is the failure mode, missed
phishing or false alarms, when a detector fails on an out-of-
distribution test set, and can a threshold change improve the
performance of the detector (RQ2)? Third, does retraining on
a broader dataset generalize to unseen corpora, or only recover
corpora already in the training pool (RQ3)? Fourth, how large
an evasion advantage, if any, does machine authorship give
when the phishing subtype and the legitimate email are held
fixed (RQ4)?

These research questions are bounded within a deliberately
crafted scope. This study was designed to examine the behav-
ior of classical models on public email datasets under a con-
trolled distribution shift. It was not designed to build an opti-
mal or production-ready detection system. All human datasets
come from a single decade, which limits temporal drift with-
out eliminating it. Any residual drift is folded into the corpus-
shift comparison rather than measured separately.

Significance

Usually, a detector’s capabilities and performance are pre-
dicted based on its benchmark accuracy measured on held-out
email from the same corpus as it was trained on. In produc-
tion, however, the detector analyzes email from many unfamil-

iar corpora, and studies of phishing at operational scale show
how different that traffic is from a curated benchmark11. An
in-distribution benchmark does not test the detector’s perfor-
mance on these unfamiliar corpora and instead checks for fit
to one narrow dataset, which is why detectors should be eval-
uated across several independently assembled datasets rather
than one random split12. The performance gap that the de-
tector experiences when testing in-distribution versus out-of-
distribution cannot simply be closed by collecting more data,
because retraining recovers performance only on already seen
corpora while unfamiliar legitimate email still gets flagged.
The contribution of this work is that it offers a reusable and
reproducible way to evaluate phishing detectors under corpus
shift, supported by strict data-cleaning rules and by reporting
across-seed variability over the ten random seeds, along with a
narrowed test of whether machine authorship degrades detec-
tion once the phishing subtype and legitimate email are held
fixed. The goal of this study was not to build a new, perfect
detector but to show what a single-corpus benchmark fails to
reveal.

Methodology overview

Three classical machine-learning models, a Random Forest,
a Multinomial Naive Bayes, and a Logistic Regression, were
used for the experiment. First, they were trained on the legacy
human dataset, frozen, and then tested in-distribution and on
the cross corpus human and LLM datasets. Next, they were
retrained on a modern mixed corpus and retested to determine
whether the degradation could be alleviated or completely re-
paired. ROC-AUC was the primary metric used to measure
performance across all evaluations. Additionally, the effect of
machine authorship was tested using a narrowed comparison
that held the phishing subtype and the legitimate email fixed.

Methods

Research design

The research was conducted using a frozen-model, out-of-
distribution design that measures corpus shift. Each classifier
(Multinomial Naive Bayes, Random Forest, and Logistic Re-
gression) was trained on one pool of data and then evaluated
on three sets. No final-test examples influenced training, fea-
ture extraction, vocabulary construction, the decision thresh-
old, or model settings. The decision threshold was set only
on the separate calibration split. The move from the legacy
human dataset to the cross corpus human dataset changed the
source corpus while maintaining the same human authorship.
The move from the cross corpus human dataset to the LLM
dataset changed both the corpus and the authorship at the same
time, so it does not isolate the effect of authorship and is

2 | © The National High School Journal of Science 2026



treated as a confounded comparison. In both human datasets,
the legitimate and phishing email come from different source
corpora, so a detector can partly separate the two by recogniz-
ing which corpus an email came from rather than whether it
is truly phishing. The LLM dataset is different, as both its le-
gitimate and phishing email come from the LLMGen corpus,
so source identity alone does not determine the label there.
This source confound is measured directly with a source-only
probe in the robustness checks and discussed in the Limita-
tions. A model that scores well by keying on an artifact of
how a dataset was assembled is a documented failure mode13,
and one that often becomes visible only under external valida-
tion14. The closest published analogue is a hip-fracture model
whose accuracy fell to chance once the confounding variables
it had exploited were balanced away15.

Data

All human corpora except for Nazario were obtained from
Kaggle16,17. Legacy Nazario was obtained from monkey.org,
a website maintained by the creator of the corpus, rather than
from a mirror. To check that the mirrored corpora repro-
duce their sources faithfully, the Enron and SpamAssassin
files were compared against the original archives published
by their maintainers, and of the 18,978 messages that could be
matched by content the label agreed in every case. SHA-256
hashes and row counts for every input file are published with
the code in a public repository, with the URL withheld here
to preserve blind review, and every row carries a usable label.
The same comparison was not possible for CEAS-08, whose
original host no longer distributes the corpus, or for Nigerian-
Fraud, whose original repository is no longer reachable. The
three datasets had their text normalized and their features ex-
tracted by the same pipeline. One difference remains that the
pipeline does not remove: the LLM source stores each mes-
sage with its header lines inside the body, so a From line sur-
vives in 94.5% of those messages against 0.2% of the legacy
corpus. Repeating the evaluation with those lines removed
from the LLM text moved its ROC-AUC from 0.888 to 0.885,
so this formatting difference does not account for the result
reported below. Spam was excluded from the positive class
at the source level rather than by message-by-message review.
Three of the corpora contain both legitimate and spam email,
and only their legitimate rows were taken: 15,787 of 31,326
rows from Enron, 17,311 of 39,153 from CEAS-08, and 4,089
of 7,863 from SpamAssassin. The positive class was drawn
only from the two corpora that contain phishing exclusively,
the classic Nazario archive and Nigerian-Fraud, so no spam-
labeled message entered it. This means the class labels are in-
herited from each source dataset and were not independently
re-verified. No message-level annotation, blinded review, or
inter-rater agreement check was carried out, and the CLAIR

collection’s designation of every Nigerian-Fraud message as
fraud was accepted as given. This reliance on inherited labels
is a limitation of the study. The datasets’ composition after
cleaning is given in Table 1, and the row counts at each stage
of processing are given in Table 2.

Except for the LLM dataset, the rest are all early to mid-
2000s human email (Enron 200118, Nazario 2004-200719,
SpamAssassin 2002-200320, CEAS-08 200821, Nigerian-
Fraud 2003-200722). Only the LLM dataset23 was created
in 2025, and just the English portion, generated by OpenAI
models, was used. The human corpora span 2001 to 2008,
so temporal drift is reduced but not removed. The two prin-
cipal legitimate sources are the furthest apart: Enron (2001)
and CEAS-08 (2008), seven years, on the same axis that pro-
duces the false alarms reported below. The transfer gap there-
fore reflects corpus shift and residual temporal drift together.
Some sources lost a substantial number of emails at the data
cleaning stage: the legacy Nazario phishing corpus, for exam-
ple, lost about 27% or about 1,200 emails mostly because of
the near-duplicate entry removal described in the anti-leakage
protocol. The equivalent loss for Enron was under 3%, and no
other source lost more. The same rule was applied to every
corpus, so the difference reflects how templated each archive
is rather than uneven treatment, as Nazario is a template-heavy
phishing collection while Enron is ordinary business corre-
spondence. To check that this cleaning does not itself produce
the transfer result, the whole evaluation was repeated with
near-duplicate removal disabled, and the cross corpus ROC-
AUC was 0.528 without deduplication against 0.529 with it,
so the collapse reported below is not an artifact of the clean-
ing step.

Training conditions

Two training conditions were used. In the first condition,
legacy, models were trained only on the legacy human dataset,
with legitimate email capped at 12,000 and all phishing re-
tained (10,172 emails: 8,499 legitimate / 1,673 phishing). The
cap does not bind in this condition, where the legitimate pool
is already smaller than 12,000. Its purpose is the mixed con-
dition below, where the combined legitimate email would oth-
erwise swamp the phishing set, and it is applied in both so
that the two conditions differ only in which corpora they draw
from. All phishing was retained in both. This first condi-
tion was designed to recreate the real-world ‘train on legacy,
deploy on modern’ scenario and demonstrate the effect of dis-
tribution shift. In the second condition, mixed, models were
trained on a combined pool of the legacy human and cross
corpus human datasets under the same rule (15,524 emails:
12,000 legitimate / 3,524 phishing). This mixed condition was
designed to determine whether retraining the model would re-
duce the effect of distribution shift. In both cases the Random
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Table 1 Composition of the three evaluation datasets after per-source cleaning and before global deduplication.
Datasets Role Source(s) Count (ham / phishing)
Legacy human Training and in-distribution test Enron (ham), Nazario (phishing) 18,574 (15,369 / 3,205)
Cross corpus hu-
man

Independent human email CEAS-08 + SpamAssassin (ham), Nigerian-
Fraud (phishing)

24,575 (21,291 / 3,284)

LLM Machine-generated email Dizzzy0x00 LLMGen (cleaned) 3,754 (1,274 / 2,480)

Table 2 Row counts at each stage, from the cleaned datasets to the final evaluation partitions. Percentages are of the deduplicated dataset. The
three partitions sum to it exactly.
Stage Legacy human Cross corpus human LLM
Before global deduplication 18,574 24,575 3,754
Removed as duplicates within the dataset 1,620 1,179 0
Removed as duplicates shared with another dataset 0 2 0
After global deduplication 16,954 23,394 3,754
Training partition (60%) 10,172 14,036 2,252
legitimate / phishing 8,499 / 1,673 12,185 / 1,851 764 / 1,488
Calibration partition (15%) 2,543 3,509 563
Test partition (25%) 4,239 5,849 939
legitimate / phishing 3,542 / 697 5,078 / 771 319 / 620

Forest and Logistic Regression used balanced class weights
to account for the resulting class imbalance, and Naive Bayes
used its class priors. Each dataset was split into 60% train-
ing, 15% calibration, and 25% testing. The calibration split
set the decision threshold, and the test split was used only for
the final evaluation. The testing dataset kept its natural class
ratio, with no per-class cap. The main evaluation, including
the feature-set ablation, was repeated across 10 random seeds,
and its metrics are aggregated over those seeds. The leave-
one-source-out test and the corpus-distance measurement each
used five seeds, and the individual-feature comparison a single
seed. Each is reported with its own count.

Features and anti-leakage protocol

Every email was represented using a TF-IDF encoding of
the text over unigrams and bigrams (maximum vocabulary of
5,000 terms, stop words and accents removed, everything low-
ercased), a count of uniform-resource locators (URLs) and
an urgency-lexicon score, which is the proportion of a fixed
list of 17 phishing-related terms, such as urgent, verify, and
winner, that appear anywhere in the message. The features
were kept simple to mimic existing detectors rather than op-
timized ones, so the findings reflect how distribution shift af-
fected the three classical detectors tested here. As metadata
features can sometimes unintentionally capture which dataset
an email came from rather than genuine phishing signal, a
text-only versus metadata-only versus combined ablation was
used to test this. Collection and labeling artifacts of this kind
have been shown to make a security dataset, and any classifier
trained on it, look more reliable than it is24. Before splitting,

near-duplicate emails that differed only in the URLs, email ad-
dresses, or numbers were discarded from each dataset to pre-
vent templated phishing from leaking across the training and
test split.

Models and procedure

Three classical models were trained using scikit-learn25: a
Multinomial Naive Bayes classifier26 (default settings, with
learned empirical class priors), a Random Forest (200 trees,
balanced class weights), and a Logistic Regression (balanced
class weights). All three models and their feature pipelines
were frozen after training and applied unchanged to all three
test sets. The decision threshold was set on the calibration par-
tition, which is held out from both training and testing, to a 5%
false-positive rate, and then held fixed across all test sets. On
that partition the achieved rate was 0.0488, and the resulting
threshold was 0.139. The forest size was fixed at 200 trees in
advance rather than tuned, because the study measures how a
detector transfers rather than how well it can be optimized, and
leaving the setting untuned keeps that comparison clean. The
5% false-positive rate was chosen because it reflects a realistic
operating point for a deployed filter, where the cost of block-
ing legitimate mail is what limits how aggressive a detector
can be.

Evaluation and statistics

For each dataset and model, three performance indica-
tors were recorded: false-negative rate (FNR), false-positive
rate (FPR), and ROC-AUC, because class imbalance affects
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threshold-based summaries and threshold-independent ones
differently27. The main conclusions were based on the
threshold-independent ROC-AUC as it does not depend on a
particular class ratio28. This matters because the class bal-
ance of the LLM dataset is inverted relative to the other two,
holding more phishing than legitimate email (2,480 against
1,274), while the legacy and cross corpus human datasets are
mostly legitimate. Training used balanced class weights for
the Random Forest and Logistic Regression so that the larger
class could not dominate the fit. Multinomial Naive Bayes has
no equivalent setting and used its learned empirical class pri-
ors. To confirm the inversion does not affect the comparison,
the LLM test set was resampled to match the legacy phish-
ing prevalence, which moved its ROC-AUC by 0.0029, from
0.8705 to 0.8734, while F1 at the same threshold moved by
0.3626, from 0.845 to 0.483, which is why ROC-AUC is the
headline metric. The LLM dataset is also the smallest of the
three at 3,754 emails, and its test partition holds 319 legiti-
mate emails against 3,542 and 5,078 for the other two, so its
estimates rest on the fewest cases. Each headline metric is the
mean across the 10 seeds, reported with a 95% across-seed
band computed from the spread of those results. The seeds
change the data split and, for the stochastic models, the model
fit as well, so this band describes how stable the pipeline is
rather than sampling uncertainty for a wider population. As
real-world inboxes’ phishing frequency is well below 50%,
each dataset was also re-tested at a 10% phishing base rate.
All trials were seeded, and every reported metric traces back
to a committed output file. Corpus shift was also measured
directly to show how far the evaluation corpora were from the
training corpus. This measure was based on a classifier that
identified corpora instead of phishing. A score of 0.5 means
that the two corpora are indistinguishable, and a score of 1.0
means they can be perfectly separated.

Two additional evaluations were run. The first held out
each legitimate-email source in turn, training on the remain-
ing sources and calibrating the threshold on a held-out split of
that familiar legitimate email rather than on email the model
had already been trained on. The second used all three legacy-
trained classifiers and compared the same held-out legacy hu-
man legitimate email first against credential phishing from the
human dataset and then against credential phishing from the
LLM dataset.

Ethical considerations

This study did not involve any human subjects or collect any
new data, so no informed consent or institutional review was
needed. All email datasets used for this research were publicly
available and are standard benchmarks widely used in phish-
ing and spam-detection research. The datasets were used for
training and testing purposes only, and no attempt was made

to identify the people whose emails appear in them. No new
phishing or attack content was generated for this study. All
LLM-generated emails were acquired from an existing public
dataset. Each dataset was used in accordance with the terms
under which it is distributed. As phishing-detection research
can be misused, the analysis was strictly defensive, aiming to
show where the detectors fail rather than to help individuals
with malicious intent.

Results

In-distribution performance is near-perfect (RQ1)

With a held-out test set, 25% of the legacy human dataset,
the Random Forest reached ROC-AUC = 0.999 [0.999, 1.000]
over 10 seeds. This high benchmark score is similar to the
high in-distribution results that are commonly reported in the
phishing-detection literature and provides the in-distribution
ceiling against which out-of-distribution performance can be
compared.

Out-of-distribution performance collapses on one corpus
but holds on another (RQ1)

When the frozen legacy-trained Random Forest model pro-
cessed the two other datasets, ROC-AUC dropped from 0.999
in-distribution to 0.529 [0.513, 0.545] on the cross corpus hu-
man dataset while remaining at a high 0.888 [0.878, 0.899] on
the LLM dataset. The collapse to near chance on the cross cor-
pus human dataset cannot be blamed on a change in authorship
as it was held constant. The degradation cannot cleanly be at-
tributed to a single cause, however, as the legacy and cross
corpus human datasets also differ in their phishing examples
and their legitimate email sources. So, the collapse reflects the
combined effect of all these factors. The LLM dataset, which
differs in both corpus and authorship, degraded only modestly,
to 0.888. Out-of-distribution degradation is therefore dataset-
dependent, so for the three detectors and six corpora tested
here a near-perfect in-distribution score did not predict how
well a detector worked on an unfamiliar corpus (Figure 1).
Whether machine authorship carries an effect once the phish-
ing subtype and the legitimate email are held fixed is examined
in the narrowed comparison reported below.

The same test was then done on the Multinomial Naive
Bayes and Logistic Regression models. The Naive Bayes
and Logistic Regression performed worse than the Random
Forest, achieving ROC-AUCs of 0.365 [0.358, 0.371] and
0.477 [0.471, 0.484] on the cross corpus human dataset re-
spectively. Because the ROC-AUC of the models fell below
chance (0.500), their ranking was inverted on this dataset. The
scores alone do not show which cues caused the inversion.
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Testing on multiple models also confirmed that the effect is
classifier-independent (Table 3).

Legacy human Cross corpus human LLM

0.5

0.6

0.7

0.8

0.9

1.0

RO
C-

AU
C

0.999

0.529

0.888

0.997 1.000

0.878

Chance (0.5)
Legacy-trained RF
Mixed-trained RF

Figure. 1 Frozen-model ROC-AUC across the three evaluation
datasets for the legacy-trained and mixed-trained Random Forest.
The legacy-trained model degrades steeply under corpus shift, falling
from 0.999 in-distribution to 0.529 on the cross corpus human
dataset, then recovering to 0.888 on the LLM dataset. Mixed train-
ing restores cross corpus performance to 1.000, though that dataset
is in-source for the mixed model. Both models sit near 0.88 on the
LLM dataset. Error bars show across-seed variability over 10 seeds,
and the dashed line marks chance at 0.5.

At deployment thresholds the failure is false alarms, not
missed phishing (RQ2)

At the frozen 5% operating point, the degradation was not
caused by phishing passing through. Instead, the legacy Ran-
dom Forest’s false-positive rate climbed sharply from 0.049
in-distribution to 0.811 on the cross corpus human dataset
and 0.789 on the LLM dataset, while its false-negative rate
stayed low at 0.003, 0.037, and 0.001 respectively (Figure 2).
This means that a detector trained on one corpus of legitimate
email raised false alarms on unfamiliar but legitimate email
from other corpora. The same pattern, in which ranking qual-
ity holds up while a fixed threshold stops working, has been
reported for classifiers that tell human-written phishing from
LLM-generated phishing, a separate task, when they are eval-
uated across different LLM generators29. This finding contra-
dicts the common intuition that degradation occurs due to false
negatives. On the cross corpus human dataset this issue can-
not be fixed simply by moving the threshold as the ranking is
near chance (ROC-AUC 0.529) and lowering the false alarms
will also raise missed phishing30, increasing the false-negative
rate to 0.605 at the default 0.5 threshold. The behavior of the
LLM dataset is different. As the detector ranks the emails
reasonably well (ROC-AUC 0.888), the excess false alarms
are mainly a result of a miscalibrated threshold. A model
can retain its ability to rank while the threshold placed on its

scores stops being trustworthy, so calibration and discrimina-
tion are distinct properties31. To check that this account of
the false alarms was more than an inference, a random sample
of 25 false positives was drawn from each dataset and read,
with the sampling fixed in code before any message was seen.
In-distribution, 11 of the 25 contained phishing vocabulary
such as password, account, or security, the clearest case be-
ing a genuine Enron notice about deleting user id passwords.
Here the vocabulary explanation holds, as legitimate mail was
flagged for using the same words the legacy phishing set is
built from. On the cross corpus human dataset only 2 of the
25 contained any such vocabulary and 18 were mailing-list or
developer threads, and one of those two was a developer thread
about reading passwords from standard input. The mechanism
therefore differs by dataset: in-distribution the model reacts to
shared vocabulary, while on the cross corpus human dataset it
flags mail that is simply unlike its training corpus.

Legacy human Cross corpus human LLM
0.0

0.2

0.4

0.6

0.8

1.0

Ra
te

0.003
0.037

0.001
0.049

0.811 0.789

FNR (missed phishing)
FPR (false alarms on legitimate email)

Figure. 2 False-positive rate (false alarms on legitimate email) and
false-negative rate (missed phishing) for the legacy-trained Random
Forest at the frozen 5% operating point, across the three evaluation
datasets. At this operating point the failure is dominated by a rising
false-positive rate while the false-negative rate stays low.

Retraining recovers the trained corpus in-source but
leaves the LLM gap (RQ3)

When the Random Forest detector was retrained on a mixed
pool of the legacy human and cross corpus human datasets,
its performance on the cross corpus human dataset recovered
almost completely. The cross corpus human ROC-AUC in-
creased from 0.529 to 1.000, and the cross corpus human
false-positive rate decreased from 0.811 to 0.039. The recov-
ery was consistent across all ten seeds. However, the cross
corpus human data was part of the mixed training set, so it
measures in-distribution performance on a corpus the model
has now seen, not an ability to generalize to new corpora. The
leave-one-source-out test addresses this directly.

The LLM dataset, however, behaved differently. Retrain-
ing on a mixed dataset did not change its results meaningfully.
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Table 3 Frozen legacy-trained ROC-AUC by model and evaluation dataset (combined features, mean over 10 seeds with across-seed variabil-
ity). Every model is near-perfect in-distribution but collapses to near or below chance on the cross corpus human dataset, while remaining high
on the LLM dataset.
Model Legacy human (in-distribution) Cross corpus human LLM
Random Forest 0.999 [0.999, 1.000] 0.529 [0.513, 0.545] 0.888 [0.878, 0.899]
Multinomial Naive Bayes 0.999 [0.999, 0.999] 0.365 [0.358, 0.371] 0.879 [0.871, 0.888]
Logistic Regression 1.000 [0.999, 1.000] 0.477 [0.471, 0.484] 0.881 [0.874, 0.889]

The ROC-AUC of the LLM dataset changed from 0.888 to
0.878. In a dependent per-seed sensitivity analysis, paired De-
Long tests32 were significant at 0.05 in 1 of the 10 seeds, with
per-seed p-values from 0.012 to 0.937, so the difference was
not consistently detectable. Its false-positive rate stayed high,
from 0.789 to 0.810. Importantly, the LLM source was never
added to the mixed training pool. This means the comparison
does not measure the authorship effect but instead serves as
a specificity check. The same intervention that recovers the
cross corpus human data did not produce a consistently de-
tectable change on the LLM dataset, indicating that the two
failures are separate phenomena. Training on a wider vari-
ety of human email datasets can therefore increase the cross
corpus human ROC-AUC without affecting the LLM problem
(Figure 1).

The false-alarm effect recurs across three independent
legitimate-email sources (RQ3)

To test whether exposure to multiple legitimate sources pro-
tects a genuinely unseen one, each legitimate source was held
out in turn. Each time, a detector was trained on the remaining
sources, and its threshold was calibrated to a 5% false-positive
rate on a held-out split of that familiar legitimate email. Hold-
ing this threshold fixed, the false-positive rate was then mea-
sured on the held-out source. Every held-out source was
flagged well above the calibrated rate. The false-positive rate
on the held-out source’s legitimate email was 0.500 for Enron,
0.374 for CEAS-08, and 0.124 for SpamAssassin. Across the
three sources held out here, a threshold calibrated on familiar
legitimate email produced between twelve and fifty per cent
false positives on an unseen legitimate source, two to ten times
the five per cent target. The pattern was consistent across the
three sources tested, though three sources are not enough to
establish it as a general property of cross corpus deployment.
It also confirms the earlier caveat that retraining only recovers
results for familiar corpora.

A small measured difference in an unmatched authorship
comparison (RQ4)

To separate authorship from corpus shift as far as the data
allow, the evaluation narrowed the test datasets to a sin-

gle subtype of phishing that was present in both human and
LLM datasets, credential phishing, while holding the legit-
imate email fixed. The legacy-trained model performed al-
most equally well against both human and LLM-generated
phishing, achieving a high ROC-AUC of 0.9999 [0.9998,
1.0000] and 0.9990 [0.9984, 0.9997] respectively, a differ-
ence of 0.0009. The comparison used 586 human and 555
LLM credential-phishing messages on average across the ten
seeds (ranges 575–596 and 546–566), scored against a fixed
set of 3,542 legitimate messages. All three classifiers agree:
the difference was 0.0009 for the Random Forest, 0.0004 for
Naive Bayes, and 0.0004 for Logistic Regression. With the
subtype and legitimate email held fixed, the measured dif-
ference was 0.0009 [0.0004, 0.0013] for the Random Forest,
0.0004 [0.0000, 0.0008] for Naive Bayes, and 0.0004 [0.0003,
0.0005] for Logistic Regression. The human and LLM mes-
sages were not paired on content, era, or collection process, so
this comparison cannot attribute the difference to authorship.
Both scores also sit near the ceiling, so it cannot separate a
small effect from no effect. The LLMGen dataset card does
not document model versions, prompts, or decoding settings.

Robustness checks

Multiple additional evaluations were conducted to determine
the robustness of the conclusions. The first evaluation was a
text-only versus metadata-only ablation on the legacy-trained
Random Forest (Figure 3). When the model was run on the
cross corpus human dataset, the text-only ROC-AUC (0.749)
was the highest, well above the combined model (0.529),
while metadata alone fell below chance (0.483). So, adding
the metadata features lowered the cross corpus performance
rather than increasing it. On the LLM dataset the pattern
flipped. Adding the metadata features increased the ROC-
AUC instead of decreasing it. The combined model was the
highest at 0.888, closely followed by metadata-only at 0.864
and text-only at 0.852. The two hand-crafted signals behave
very differently. Taken alone, the URL count scores 0.828 in-
distribution but 0.338 on the cross corpus human data, invert-
ing below chance, while the urgency-lexicon score transfers
intact at 0.851 and 0.899. The cross corpus liability is there-
fore specific to the URL count rather than a general property
of metadata features, and only these two signals were tested.
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The second evaluation was a source-only probe, run to mea-
sure how much of the label a detector could recover from col-
lection source alone. In the legacy human dataset the two
sources are split by class, Enron contributing 14,166 legiti-
mate messages and Nazario 2,788 phishing messages, so a
classifier that sees only the source name reaches ROC-AUC
1.000. The cross corpus human dataset behaves the same way
across its three sources, also reaching 1.000. Within-source
performance cannot be computed for either human dataset,
because no single human source contains both classes. The
LLM dataset is different. Its one source supplies both classes,
1,274 legitimate and 2,480 phishing, so the source-only probe
reaches 0.500, which is chance. The frozen detector still
scored 0.888 on that dataset. Source identity therefore ex-
plains the label completely in the two human datasets and not
at all in the LLM dataset, and the transfer result reported above
is not reducible to source identity alone. The two human re-
sults are the reason the generalization claim in this paper is
limited to transfer across these specific nested corpus shifts.

The third test was re-testing at a realistic 10% base phishing
rate, because a classifier’s decisions have to account for a shift
in class priors33. Adjusting the threshold on a disjoint split
behaved very differently across datasets. On the LLM dataset,
where the ranking is sound, F1 rose from 0.374 to 0.479. On
the cross corpus human dataset, however, F1 barely moved,
from 0.153 to 0.215. This was because the ROC-AUC on the
10%-prevalence subsample was 0.521, close to chance, so the
ranking carried little signal for any threshold to exploit. The
low-prevalence collapse on the cross corpus human dataset
is therefore genuinely a ranking failure and not a calibration
problem, reinforcing the earlier threshold results. The same
evaluation was then repeated at 1, 5, and 20 percent preva-
lence alongside the 10 percent point. Ranking quality was
almost unaffected by the base rate. Across that whole range
the cross corpus human ROC-AUC stayed between 0.520 and
0.522, the LLM dataset between 0.877 and 0.890, and the in-
distribution score between 0.999 and 1.000. The collapse is
therefore a property of the ranking rather than of the class bal-
ance at deployment.

Finally, the fourth test measured the distance between the
corpora directly, using a classifier trained to tell them apart,
which is an established way of detecting dataset shift34. That
classifier reached a ROC-AUC of 0.984 for legacy versus cross
corpus human and 1.000 for legacy versus LLM. Both eval-
uation corpora are therefore almost perfectly distinguishable
from the training corpus, yet the detector collapses on the
cross corpus human dataset (0.529) while holding up on the
LLM dataset (0.888). How distinguishable a corpus is from
the training data does not by itself predict how well the detec-
tor will transfer to it.

Legacy human Cross corpus human LLM
0.0
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0.6
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RO
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Figure. 3 Legacy-trained Random Forest ROC-AUC by feature set
across the three evaluation datasets (mean over 10 seeds with across-
seed variability, dashed line marks chance). Metadata features help
on the LLM dataset but drag the combined model below the text-only
model on the cross corpus human dataset, suggesting that the URL
count in particular encodes corpus identity rather than a transferable
phishing signal. Only these two hand-crafted signals were tested.

Discussion

Principal findings

There are three main findings from this experiment. First, for
the three detectors and six corpora tested here, in-distribution
benchmark scores overstated robustness: a detector at ROC-
AUC 0.999 in-distribution falls to 0.529, near chance, on the
cross corpus human dataset while holding at 0.888 on the
LLM dataset. Second, the cross corpus collapse is a ranking
failure rather than a mis-calibrated threshold: as the detec-
tor’s scores no longer separate phishing from legitimate email
(ROC-AUC 0.529), changing the cutoff cannot rescue it. Re-
training on a mixed pool increased the ROC-AUC from 0.529
to 1.000, but this was only because the corpus was part of the
training data. A leave one source out test, which trains on a
few legitimate email corpora and measures the false-positive
rate on a corpus not seen by the model before, still produced
false-positive rates as high as 0.50, so retraining recovers per-
formance on familiar corpora but not on new ones.

Third, no large difference was measured once the subtype
and legitimate email were held fixed: on credential phishing
with the legitimate email fixed, the detector scored 0.9999 on
human and 0.9990 on machine-generated email, a difference
of 0.0009. This suggests that any authorship effect is at most
small. Overall, a near-perfect in-distribution benchmark score
is a poor indicator of how a detector will behave on a different
corpus, which is the central benchmark validity concern of this
study.
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Interpretation

How and why phishing detectors fail is more mundane than
what the popular narrative suggests. The claim that LLM au-
thorship is the main factor breaking phishing detectors is not
supported by the narrowed comparison reported above. In-
stead, the detector’s actual weakness is that its accuracy does
not transfer reliably across corpora: in-distribution test’s near
perfect scores drastically drop on one human corpus (0.529)
yet hold high on the LLM corpus (0.888). A detector trained
and benchmarked on a single narrow corpus can therefore be
unreliable when it is asked to judge email from a different
corpus. Broader, more representative training data helps for
the corpora that can be collected, and methods that use un-
labeled target data or that optimize for the worst-performing
group have been proposed for exactly this kind of sampling
bias35,36. However, it cannot be the whole solution because
a detector will always encounter unfamiliar data during de-
ployment. For the detectors and corpora tested here, a single-
corpus benchmark was an unreliable proxy for performance
on an unfamiliar corpus, which suggests cross corpus evalua-
tion is worth reporting alongside the standard benchmark, and
methods for estimating how a model will perform under dis-
tribution shift have been developed for exactly this purpose37.
Corpus distance alone does not forecast this failure either, as
both evaluation corpora were almost perfectly distinguishable
from the training corpus yet only one of them broke the detec-
tor.

In the narrowed comparison, where the phishing subtype
and legitimate email were held fixed, machine-generated
email carried a difference of 0.0009 in ROC-AUC. Both scores
sit near the ceiling, and the messages were not paired on con-
tent, so this comparison cannot attribute the difference to au-
thorship. Because the failure mode is false alarms rather than
missed phishing, the practical danger of a detector deployed
on a different corpus is operational rather than a security prob-
lem. A rising false-alarm rate should therefore be treated as an
early warning sign of corpus shift, prompting developers to re-
train on more diverse data or recalibrate the threshold. Recal-
ibration, however, helps only where the ranking still separates
the classes. Where it has collapsed, as on the cross corpus hu-
man dataset, performance can only be restored by retraining
the model on that specific corpus, and a corpus it has never
seen is still flagged heavily. For anyone running a detector in
production, the practical sequence follows from this. A false-
alarm rate that climbs on live traffic is the signal to act on, not
a falling catch rate. Check first whether the ranking still holds
by scoring a small labeled sample from the new source: if it
does, recalibrating the threshold on that sample will recover
most of the loss, and if it does not, no threshold will help and
the model has to be retrained on data from that source.

Comparison with prior work

Previous studies have largely focused on whether LLMs can
write convincing phishing emails9,10 or whether detectors de-
cay due to temporal shift38. Other work has examined whether
machine-written phishing can be told apart from legitimate
email39, and has compared human-written and machine-
written phishing drawn from separate corpora40, which are
different questions from the one asked here. This study tackles
the problem from a different angle, by measuring how a frozen
detector transfers across independent corpora and by testing
whether machine-written phishing has any evasion advantage
over human phishing once the subtype and legitimate email
are held fixed. A recent independent study reached a compat-
ible conclusion, finding that cross corpus transfer and preva-
lence shift degrade detector performance, and recommending
pooled multi-corpus training and prevalence-aware threshold-
ing as partial mitigations41. That study therefore supports the
transfer-failure characterization reported here, while the nar-
rowed test of machine authorship and the finding that transfer
is dataset-dependent rather than uniformly degrading are con-
tributions specific to this study.

Limitations

There are four key limitations that affect this study. Firstly,
the authorship effect reported here is derived from the nar-
rowed comparison reported in the Results, where the phishing
subtype and the legitimate email were held fixed. This is the
closest the available corpora allow, but because both scores sit
at the ceiling (ROC-AUC 0.9999 and 0.9990), the test cannot
separate a small difference from no difference. The human and
LLM messages were also never paired on content, era, or col-
lection process, so authorship is not the only factor that varies
between them. The raw gap between the cross corpus human
and LLM datasets is not used to measure the effect of author-
ship as the comparison is confounded: the LLM dataset’s le-
gitimate emails are also machine-generated and from a differ-
ent corpus.

Secondly, the cross corpus human dataset varies from the
legacy dataset along two distinct axes at once. The phishing
changes subtype, from the general phishing of the Nazario cor-
pus to the advance-fee fraud of Nigerian-Fraud, while the le-
gitimate email changes source, from Enron to CEAS-08 and
SpamAssassin. Both shifts are near-total: a classifier sepa-
rates the two phishing sets with a ROC-AUC of 0.9991, and
the two legitimate sets with 0.9988, where 1.0 denotes per-
fect separability. The design therefore shows that transfer fails
without identifying exactly which factor had how much effect.
Thirdly, every machine-generated email used here came from
a single family of models, as the LLM dataset was generated
entirely by unspecified OpenAI models and its documenta-
tion records no model versions, prompts, or decoding settings.
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Other families such as Claude, Gemini, or open-source models
may write differently, so this result applies to the model family
tested here rather than to machine-generated phishing in gen-
eral. Finally, the study only evaluates simple, classical detec-
tors using just the message’s text and two metadata signals, so
whether a modern neural or LLM-based detector shows sim-
ilar cross-dataset fragility remains untested. This feature set
was carefully picked to mimic legacy detectors, and the abla-
tion reported in the robustness checks shows the findings hold
on text alone. This research could be furthered in the future
by testing whether the findings hold up on modern detectors
with richer features.

Conclusion

A high in-distribution benchmark score does not provide a
good indication of how the model behaves on a different cor-
pus. A classical detector that scored a ROC-AUC of 0.999
in-distribution collapsed to near chance on one human corpus
(0.529) while still holding high on the LLM corpus (0.888).
So, for the three detectors and six corpora tested here, cross
corpus transfer was unreliable and was not predicted by an in-
distribution benchmark. At the deployed detection threshold,
this collapse occurred in the form of false alarms on legiti-
mate email and as the model’s ranking itself had failed, no
threshold could reduce the false-positive rate without increas-
ing missed phishing. The model’s ROC-AUC improved after
retraining, but only if the test corpus was also present in the
training pool. So, it is not a general fix. With the subtype and
legitimate email held fixed, no large difference was measured,
so the popular narrative that LLM-written phishing is what
breaks detectors is not supported by these results. Because
the two message sets were not paired on content, this com-
parison cannot isolate authorship. These findings suggest that
cross corpus evaluation is a useful complement to the standard
in-distribution benchmark, threshold-independent metrics re-
ported with their across-seed variability give a more reliable
picture of robustness than a single-threshold score, and cor-
pus shift should be accounted for when attributing a detector’s
failure to LLM authorship.
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