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This study applies seven unsupervised machine learning models to the BETH cybersecurity dataset. Our primary goal is to detect
suspicious and malicious system level events without the use of labeled training data. The BETH (BPF-Extended Tracking
Honeypot) dataset consists of over one million kernel level process logs collected from honeypot machines including both
benign system activity and a real botnet attack, making it one of the best authentic and modern cybersecurity benchmarks. We
tested models such as Isolation Forest, Variational Autoencoder, KMeans, Gaussian Mixture Models, and Spectral Clustering
without access to ground truth labels and assessed on an exploited host containing genuine malicious activity. For suspicious
event detection we used clustering based models like KMeans and Spectral Clustering which achieved strong validation PR
AUC values at 0.988 and test PR AUC values at 0.995, outperforming the original BETH benchmark which reported a best
ROC AUC of 0.850. Furthermore, for malicious event detection, KMeans, GMM, Hierarchical Clustering, and DBSCAN all
achieved high PR AUC values between 0.998 and 0.999 on the test set, showing confirmed attacker behavior forms a highly
distinct distribution from normal system activity. Overall these results show that distance based clustering methods combined
with tabular features derived from the BETH benchmark can achieve strong anomaly detection performance on this benchmark
dataset, offering a simpler alternative to deep learning approaches.
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Introduction

Cybersecurity threats around the world have increased rapidly
causing risks to both governments, corporations and also to
everyday users. In the United States, data compromises soared
in 2023: there were 3,205 publicly reported incidents, which
was the highest ever recorded, and impacted 353,027,892
victims1. Ransomware and malware attacks are one of the
most damaging attack types and according to industry re-
ports. Global cybercrime damages are expected to top US $9.5
trillion in 2024, showing how cybercrime contributes to the
world’s largest criminal economies2. The impacts are wide
spread and even spread to sectors like the healthcare sector.
This shows the true gravity of this emerging threat and the
need to combat it.

Organizations worldwide take several months to identify
and contain a breach. According to the 2023 IBM Security
“Cost of a Data Breach,” the global mean time to identify
(MTTI) a breach was 204 days, and containment taking an
additional 73 days on average3. This delay reveals that there
is a major gap in detecting the breach. This gap could result
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in more damage due to prolonged infiltration.
In modern computing, securing systems against cyber

threats has become more important since attacks are grow-
ing in size and severity. Many companies rely on servers, the
cloud, or other data networks meaning that a single intrusion
can disrupt essential services or even cause long term system
damage4. Attackers will always continue to develop new ways
to disguise their behavior with normal system activity. Tradi-
tional security tools are no longer enough to protect complex
networks5. This deficit creates the need for more intelligent
methods of identifying unusual behavior.

Machine learning has become an important tool for cyber-
security problems. Unlike usual rule based systems, machine
learning models learn patterns directly from large amounts of
system data and can recognize unusual behavior that may sig-
nal a threat6. This allows them to detect unseen attacks and
exploits that signature based systems missed. Modern net-
works generate millions of system events per day. So ma-
chine learning methods are valuable for processing large scale
data efficiently and automatically4. As attacks grow more
complex, machine learning offers a more realistic approach
to identifying suspicious and malicious behavior in real time.
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In cybersecurity research access to realistic and well struc-
tured data is necessary for training accurate machine learning
models. Many older security datasets don’t reflect modern op-
erating systems such as cloud based environments, making it
difficult to build models that perform well in real world situa-
tions7. The BETH dataset provides millions of authentic sys-
tem level events collected from real honeypot machines activ-
ities8. The dataset contains detailed process logs, event types,
arguments, and labelled threat indicators.

This real world data and machine learning can help cyberse-
curity defenses fill in the cracks and develop a safer environ-
ment. Through training on legitimate and attacker behavior,
researchers can develop systems capable of detecting previ-
ously unseen threats and understanding attacker patterns.

Relevant Works

Early research on cybersecurity threat detection depended on
rule based systems that required predefined patterns of already
known attacks5. These systems were lacking so they struggled
to identify attackers who disguised their behavior as normal.
So researchers began exploring anomaly detection approaches
that rely on an adaptive system. Old anomaly based models
that used profiling and unsupervised clustering, attempted to
learn normal operational patterns from system logs and flag
events that fell outside of normal ranges6. But many of their
methods failed as they yielded high false positive rates be-
cause the datasets used were limited.

As time passed, the field shifted toward machine learn-
ing and deep learning based threat detection by using system
call traces and process level logs4. Numerous studies trained
classifiers like random forests, support vector machines, and
neural networks on datasets like DARPA 19989, KDD Cup
199910, and UNSW-NB1511. These datasets were widely
used for evaluating intrusion detection models, but they con-
tained simulated environments that did not really reflect mod-
ern operating systems or attacker behavior. So these models
performed well in controlled environments but failed when
brought to real world logs7.

The most recent research has explored sequence based anal-
ysis using LSTM based language models to learn temporal
patterns in system call sequences12. These techniques im-
proved the ability to detect complex attacks. However, these
studies still relied on datasets with limited diversity. This
restricted the generalization capabilities of ML models and
made it difficult to study real attacker behavior at scale. Unlike
these sequence based approaches, this analysis targets exclu-
sively on per-event tabular features without modeling tempo-
ral context or sequential dependencies between system calls.
While this simplifies the detection pipeline and enables direct
comparison with the original BETH benchmark.

To fix these limitations, a new line of research began focus-
ing on high fidelity honeypot datasets that capture real inter-

actions from attackers in the wild. Studies using modern hon-
eypot systems show that real system level data improves the
effectiveness of detection models. The BETH dataset follows
this direction by providing a large scale and accurately labeled
log collection which represents real attacker behavior, making
it a valuable resource in cybersecurity research. Highnam et
al.8 deployed 23 cloud hosted honeypots with an intention-
ally weak SSH configuration so real attackers would infiltrate
the machines and generate real malicious activity. They also
benchmarked several unsupervised anomaly detection models
to evaluate how well machine learning can detect attacker be-
havior. Their experiments showed that Isolation Forest per-
formed the best with an ROC AUC of 0.85 demonstrating that
the dataset is both realistic and challenging, and establishing
BETH as an effective benchmark for future anomaly detection
research.

Several works have compared unsupervised anomaly detec-
tion algorithms and tried to identify the best performing fam-
ilies. One benchmark tested ten datasets with nineteen algo-
rithms13. Another study evaluated twelve algorithms on five
intrusion datasets and reported that performance is highly de-
pendent on hyperparameter selections14. Another study per-
formed a more comprehensive comparison of 52 real-world
data sets with 33 detectors, which is the largest to date.15.
It found that distance and density based methods cover most
of the achievable or possible performance. This has been ex-
tended to the present threat landscape16 and to zero day attack
detection17. Both suggest using unsupervised methods when
attack signatures are not available.

The Isolation Forest has been improved since its original
formulation. One study corrected for a geometric bias in
its splitting rule18. Another combined neural representations
with isolation based partitioning for high dimensional data19.
A third developed an online version for real-time detection
over software-defined networks20. And a fourth one devel-
oped OptIForest, a theoretical basis for optimal tree branch-
ing21.

Clustering based detection has evolved similarly. One study
compared fifteen clustering algorithms for User and Entity
Behavior Analytics22. This task is closely related to the
suspicious and malicious separation in this paper. Another
combined contrastive learning with Bayesian Gaussian mix-
ture model for class imbalance23. One study applied varia-
tional autoencoders on network flow features on the auto en-
coder24. Another suggested a deep autoencoding Gaussian
mixture model that is very similar to the DoSE scoring used
here25. Another study found that a fuzzy CNN autoencoder
is competitive with more complex architectures on log data26.
This is in line with our finding that a simple VAE-DoSE model
performs strongly against clustering baselines.

Sequence based methods have been pushed ahead from
early LSTM approaches. A survey studied the importance of
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sequence and representation learning in the slow move away
from count based log analysis27. Another approach is Log-
FiT, which fine tunes pretrained language models on log se-
quences28. Lakha et al. worked directly with the BETH
dataset. They combined graph neural networks with trans-
former encoded arguments to improve detection by around
eight percent over tabular features alone29. This is directly
relevant for the temporal limitation admitted later in this pa-
per.

The BETH dataset has inspired a small but growing number
of follow up works. One research provided the first indepen-
dent analysis of its structure30. Another proposed an ensemble
feature engineering framework and evaluated it on the bench-
mark31. A third outperformed the Isolation Forest baseline
with an AUROC of 0.917 compared to the original 0.85032.
In a more recent study ten stream learning algorithms were
tested on BETH comparing the online and offline detection33.
A similar study is about streaming and label free evaluation.
One study used unsupervised models on streaming cybersecu-
rity logs34. Another combined PCA based feature extraction
with one class classifications on system call trace data35. It
found high detection performance by dimensionality reduc-
tion which is similar to the preprocessing used in this study.

Finally, evaluation of detectors without ground truth labels
is a research problem still yet to be finished. One method
called EM AUC, estimates ROC AUC and PR AUC with-
out labels36. Another compared seven evaluation metrics for
hyperparameter optimization of unsupervised detectors under
class imbalance37. It found that imbalance aware metrics con-
sistently performed better than ROC AUC. This justifies the
use of PR AUC in this study since a real deployment would
not have the labels used here to compute it.

Research Gap and Contribution

Previous studies have explored machine learning approaches
for threat detection, but most of them rely on outdated or ar-
tificially generated datasets. There is also a lack in the avail-
ability of large scale and real datasets that include both benign
system events and real malicious activity collected in natural
attack conditions. Additionally, many prior studies frame de-
tection as a task of attack versus non attack, and overlook the
importance of identifying suspicious behavior. Understanding
this distinction between suspicious and malicious activity is
necessary in cybersecurity. Suspicious events serve as an early
warning sign that might or might not escalate into a confirmed
attack.

The objective of our work is to build on this gap by using the
BETH dataset and comparing it with their initial benchmarks.
Highnam et al.8 represent an important study by using real and
modern process level data. Though great, the reported results
rely mainly on simple baseline models. Additionally, High-
nam et al. reports suspicious detection results but does not

separate confirmed malicious (evil) events as a distinct detec-
tion task. We add this separate evil evaluation alongside addi-
tional clustering baselines. We go further beyond these bench-
marks by using advanced algorithms and developing thorough
detection approaches. We first focus on separating suspicious
system events from normal activity. This captures slight be-
havioral changes that may indicate early stage threats. We
also test the ability of models to detect explicitly malicious
events, which represent more severe and well defined security
violations. This two layer method reflects realistic security
workflows, where suspicious behavior is identified before be-
ing escalated to confirmed malicious activity.

Dataset

We used the BPF Extended Tracking Honeypot (BETH)
dataset. It contains detailed system logs of events used for
studying threats and unusual computer behavior8. Each row
in the dataset has information about a wide array of metadata
like what process was running, what type of event occurred,
etc. This gives a full picture of what the system was doing at
that time and helps find any patterns. The BETH dataset uti-
lizes a monitored computing environment which records sys-
tem level and process level actions. The environment includes
both normal behavior and malicious behavior which allows
the data to represent realistic cases.

The dataset contains millions of records and 16 columns as
shown in Table S1 (Supplementary Materials). Identification
fields track process lineage and are necessary for detecting un-
usual behavior in malware. The userId field distinguishes sys-
tem level processes (IDs below 1000) from external users or
potential attackers (IDs 1000+). The mountNamespace indi-
cates whether a process operates within standard filesystem
permissions (common value 4026531840) or an unusual en-
vironment that could signal privilege escalation. Event level
fields include eventId and eventName, which identify the spe-
cific system call performed such as clone, execve, or kill, and
argsNum, which records argument counts. High values can in-
dicate exploitation attempts. The returnValue column captures
call success or failure, with patterns of failures signaling brute
force. The stackAddresses and args columns provide low level
memory addresses and execution parameters that can reveal
malicious memory edits. The target columns sus and evil la-
bel each event as suspicious (1 = suspicious, 0 = normal) or
confirmed malicious (1 = malicious, 0 = benign).

In our study we focus mainly on the columns sus and
evil. These columns label each event based on whether it
was suspicious or confirmed to be malicious. The sus column
marks events that seem unusual or potentially harmful, and
evil marks the events that are known to be malicious. Both
targets are binary, with a value of 1 indicating suspicious or
malicious and 0 for normal or benign, as shown in Table S1
(Supplementary Materials).
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Methodology
Data Preprocessing

We followed preprocessing according to the BETH bench-
mark. The raw system call logs were converted into a
fully numeric feature set suitable for model training. Cat-
egorical and boolean system attributes were encoded. The
is system process feature was encoded as 1 if a process
was identified as a system process and 0 otherwise. The
is system parent was encoded to indicate whether a process’s
parent was a system process. The is regular user feature was
encoded as a binary indicator to determine regular user activity
from privileged or system level activity. The is default mount
feature was also mapped to a binary value to indicate whether
a process was operating within the default mountNameSpace.
We kept the number of arguments passed to each system call
(argsNum) as a numeric feature to represent call complexity.
Raw system call return values were changed into a simplified
numeric representation (returnValue mapped). This helped
separate successful calls from failed calls in order to reduce
noise.

Process and event level identifiers like processId, threadId,
parentProcessId, and eventId, were kept as numeric features.
The BETH methodology suggests that such low level iden-
tifiers can still capture meaningful behavioral patterns when
combined with other contextual features. Timestamp infor-
mation was retained, it was already encoded numerically and
was not used to impose any temporal ordering during model
training.

In our implementation, the final feature set included threa-
dId, eventId, argsNum, is system process, is system parent,
is regular user, is default mount, and returnValue mapped.
After binary encoding, the original columns processId, parent-
ProcessId, userId, mountNameSpace, and returnValue were
removed. To be consistent with the BETH benchmark we also
excluded eventName, stackAddresses, and args due to their
structure. Along with this, timestamp, hostName, and pro-
cessName were dropped to maintain a fully numeric feature
representation. This approach closely follows the methodol-
ogy outlined in the BETH benchmark.

Train-Test Split

BETH dataset was already separated into train/validation/test
splits at the host level rather than by random sampling of
events as shown in Table 1. Training and validation hosts run
only benign operating system and cloud management activ-
ity. A small amount of suspicious (sus=1) events were there
in both splits (0.17% of training data) and no confirmed ma-
licious (evil=1) events were present in training or validation.
The test set has a single exploited host with genuine out of
distribution malicious activity. This design is similar to real
world models where anomaly detection models are trained on

largely clean systems and evaluated against previously unseen
compromised behavior.

In the training set there are 761,875 normal events (sus=0,
evil=0), 1,269 suspicious events (sus=1,evil=0), and 0 ma-
licious events as shown in Table 1. The validation dataset
is similar with 188,181 normal, 786 suspicious, and 0 mali-
cious events as shown in Table 1. In contrast, the test dataset
is dominated by malicious behavior containing 17,508 nor-
mal events, 171,459 suspicious events, and 158,432 malicious
events as shown in Table 1. Highnam et al. Isolated all ma-
licious labels to the test split to evaluate anomaly and out of
distribution detection performance. These splits are not strat-
ified or class balanced across labels. Malicious events are not
present in the training and validation sets and a high concen-
tration of malicious activity is in the test set. This causes a
big imbalance in the data. Our strategy was kept the same as
the benchmark to try to keep the intended out of distribution
evaluation protocol.

Table 1 BETH dataset train, validation, test splits

Split SUS (suspicious) EVIL (malicious)
Normal
(sus=0)

Suspicious
(sus=1)

Benign
(evil=0)

Malicious
(evil=1)

Train 761,875 1,269 763,144 0

Validation 188,181 786 188,967 0

Test 17,508 171,459 30,535 158,432

Models and Evaluation Metrics

In our study we evaluated model performance under two ob-
jectives to reflect realistic cybersecurity workflows. The first
objective is the detection of suspicious activity (sus = 1 vs. sus
= 0) which captures deviations from typical operating system
behavior. Suspicious events are basically behavioral irregular-
ities that need to be examined more closely but are not con-
firmed malicious. The second objective was on detecting con-
firmed malicious activity (evil = 1 vs. evil = 0) corresponding
to genuine out of distribution attack behavior present in the
exploited host. Both tasks are framed as anomaly detection
problems. The malicious detection task represents a more se-
vere deviation from normal system behavior.

For each objective we used unsupervised models that were
trained exclusively on training features without label informa-
tion. The anomaly scores were generated for validation and
test splits. These scores were then evaluated separately against
the suspicious and malicious binary labels. This was done
to check how effectively each model identifies mild behav-
ioral anomalies versus clearly malicious activity. The ground
truth labels are used only at inference time to evaluate detec-
tion performance. This differs from a one class setup where
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models are trained only on confirmed normal events, and treat
the problem as anomaly detection. Our setup follows the
anomaly detection and out of distribution detection frame-
work, in which a model’s ability to flag genuine attacker be-
havior is assessed by how well it identifies deviations from the
normal system activity it was trained on.

We extended this framework and added a separate mali-
cious event evaluation and also the suspicious detection task
reported in the original BETH benchmark. All models in this
study were trained on the full training set containing both nor-
mal events (sus=0, evil=0) and the small number of suspicious
events (sus=1, evil=0, representing 0.17% of training data),
with labels withheld during training. We also conducted an
additional experiment by training the VAE exclusively on con-
firmed normal events and reported it in the Results section.
This was done to investigate whether this distinction affects
performance.

We used several unsupervised learning models to detect
anomalous behavior in system level security data. All mod-
els were trained using feature data without access to sus or
evil labels and following standard unsupervised anomaly de-
tection methodology6. To make a direct comparison to the
BETH paper we used an Isolation Forest model and a Vari-
ational Autoencoder with a DoSE based scoring approach as
described in Highnam et al.8. In addition to this benchmark
method several other unsupervised learning models such as K-
Means clustering, Gaussian Mixture Models, Spectral Cluster-
ing, DBSCAN, and Hierarchical Clustering, were evaluated to
explore anomaly detection strategies for the BETH dataset.

We selected these models because they are commonly used
in anomaly detection research and their structure fits the char-
acteristics of the BETH system call dataset and the goals of
this study. The BETH benchmark treats intrusion detection as
an anomaly and out of distribution problem, where models are
trained only on normal host behavior and then evaluated on
an exploited host. Isolation Forest was included because it is
designed to separate rare or unusual data points in high dimen-
sional datasets and has been widely used in cybersecurity re-
search8,38. We chose clustering methods like K-Means39 and
Gaussian Mixture Models40 because normal system activity
often forms clear behavioral patterns, and events that fall far
from these patterns may indicate suspicious or malicious be-
havior. Spectral Clustering41 and Hierarchical Clustering42

were added to capture more complex relationships in the data,
since operating system processes aren’t always linearly sep-
arable. DBSCAN43 was selected because malicious activity
may appear as small, low density regions in feature space.
And lastly, we chose the Variational Autoencoder with DoSE
scoring44,45 because it can learn deeper patterns of normal
system behavior and produce energy based anomaly scores.
These models allow us to compare how various assumptions
affect the detection of suspicious and malicious activity.

KMeans Clustering used two clusters to partition system
events into groups based on feature similarity39. We cal-
culated anomaly scores by using the distance from each
sample to its nearest cluster centroid where larger distances
mean more anomalous behavior. Gaussian Mixture Mod-
els (GMMs) were used with two mixture components to
model the data distribution probabilistically40. Each sample’s
anomaly score was defined as the negative log likelihood un-
der the fitted mixture model where samples with lower like-
lihoods were considered more anomalous. We used Spectral
clustering with two clusters to capture non linear relationships
in the data41. Since spectral clustering does not support di-
rect prediction on unseen data, cluster centroids were com-
puted from the training split and anomaly scores for validation
and test samples were calculated using distance to the nearest
centroid. Hierarchical (Agglomerative) clustering was imple-
mented with two clusters using Ward linkage. Centroids were
computed from training clusters, and anomaly scores were de-
rived from the distance to the nearest centroid42.

The Variational Autoencoder (VAE) was used as an unsu-
pervised neural model44. It consists of an encoder that maps
input features to a latent distribution and a decoder that recon-
structs the input. Our model was trained using a loss function
that combines reconstruction error with a regularization term
that enforces a smooth latent space. This allows the VAE to
learn patterns of normal system behavior. For anomaly de-
tection, reconstruction error was used as a baseline score. A
DoSE-based approach was applied by combining reconstruc-
tion error and the regularization term into a single energy
score. A density model was fitted on training energies and the
negative log density was used as the final anomaly score. For
all unsupervised models requiring the number of clusters as an
input parameter, we set the number of clusters to two to reflect
the binary detection objective of separating normal behavior
from anomalous behavior. In this study, anomalous events cor-
respond to either suspicious (sus=1) or malicious (evil=1) ac-
tivity depending on whether we aim to identify the suspicious
from normal or malicious from normal. This method aligns
with the BETH benchmark study and helps have consistent
comparisons across models.

Due to the computational complexity of Spectral Cluster-
ing, Hierarchical Clustering, and DBSCAN on large datasets,
these methods required careful implementation to remain
tractable. Table S2 (Supplementary Materials) supplies the
full hyperparameter configuration for all seven models eval-
uated in this study. All clustering based models used two
clusters to reflect the binary detection objective, with anomaly
scores defined as distance to the nearest cluster centroid for
KMeans, Spectral Clustering, and Hierarchical Clustering,
and negative log likelihood for GMM. Among all models eval-
uated, only the Isolation Forest contamination parameter was
tuned using the labeled validation set; DBSCAN and all other
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models used fixed, dataset-agnostic hyperparameters without
any label-guided tuning. DBSCAN hyperparameters were not
tuned on the validation set and the model is treated as a base-
line instead of an optimized detector. We trained the VAE
by using a combined MSE reconstruction and KL divergence
loss with DoSE based scoring using Gaussian KDE instead
of DoSE-SVM variant. All models were standardized using
StandardScaler prior to fitting, and random seeds were fixed
at 42 throughout to ensure reproducibility. All experiments
were run on a Windows 11 machine with a Snapdragon X Plus
ARM-based CPU and 16GB RAM. All code was implemented
in Python 3.13.5 using scikit-learn 1.6.1, numpy 2.1.3, pandas
2.2.3, PyTorch 2.9.1+cpu. Due to memory constraints, Spec-
tral Clustering, Hierarchical Clustering, and DBSCAN were
each fitted on a randomly sampled subset of 30,000 training
events (RandomState(42)) rather than the full training set of
763,144 events. Spectral Clustering and Hierarchical Cluster-
ing each completed within approximately 2 to 5 minutes on
our hardware.

Model performance was evaluated using ROC AUC and PR
AUC. How well a model separates normal and abnormal be-
havior across thresholds is measured by ROC AUC. PR AUC
is precision and recall and is a better measure for imbalanced
data46. Evaluation was performed on the validation and test
splits. Our unsupervised learning models were trained only
on training features and labels were used only after inference
to compute evaluation metrics. The contamination parameter
for Isolation Forest was selected by evaluating candidate val-
ues against the labeled validation set and choosing the value
that maximized ROC AUC. All other models were configured
using fixed, dataset-agnostic settings without any label-guided
tuning. Even though it does not fully capture the impact of
the severe class imbalance, we used ROC AUC for compari-
son with the literature review in order to maintain consistency
with the original benchmark. PR AUC was computed in this
research to provide more detailed insight into the model be-
havior under imbalance conditions.

Results and Discussion

Detection of Suspicious Events

The results for detecting suspicious events (SUS) are pre-
sented in this section. We begin with the benchmark mod-
els reported in Highnam et al.8, such as Isolation Forest and
the Variational Autoencoder with DoSE. Table S3 (Supple-
mentary Materials) summarizes the validation and test perfor-
mance for these models. One important difference is that they
only reported test results, whereas our study also reports val-
idation scores to better understand model performance before
evaluation on the exploited host. Our results show improve-
ment over the benchmark, with VAE–DoSE achieving a test
ROC AUC of 0.963 compared to the 0.698 reported in liter-

ature, and clustering based models emerging as the top per-
formers with PR AUC values at or above 0.988 on the valida-
tion set and 0.995 on the test set.

All models in this study are trained without access to class
labels during the learning phase. Isolation Forest uses a con-
tamination parameter of 0.001. We produced this specific
contamination value by evaluating candidate values against
the labeled validation set and choosing the value that max-
imized ROC AUC. All other models were configured using
fixed, dataset agnostic settings without any label guided tun-
ing. On the validation set, Isolation Forest achieved a ROC
AUC of 0.945, and on the test set it achieved a ROC AUC of
0.779. Highnam et al.8 reported an ROC AUC of 0.850 for
Isolation Forest for suspicious detection. Our Isolation For-
est achieved a test ROC AUC of 0.779, which is lower than
the benchmark value and is likely explained by differences in
model implementation and tuning choices. The VAE–DoSE
model achieved a ROC AUC of 0.996 on the validation set
and 0.963 on the test set. In Highnam et al.8, VAE + DoSE re-
ported an ROC AUC of 0.698, which was lower than Isolation
Forest in that study. In our results VAE–DoSE outperforms
Isolation Forest on both sets showing that the model benefits
from the model training and evaluation we used.

Figure 1 and Table S3 (Supplementary Materials) show im-
portant differences for these two models when PR AUC is
measured. On the validation set, Isolation Forest achieved a
PR AUC of only 0.045 despite its ROC AUC of 0.945, which
is most likely due to the contamination parameter being tuned
to 0.001 on the validation set. The model already operates un-
der a conservative anomaly threshold and only 0.42% of the
validation set is suspicious events, and the optimal contami-
nation value of 0.001 falls below this true rate. This shows
that ROC AUC can be inaccurate on imbalanced data. Since
suspicious events are rare in the validation set, the majority of
predictions involve the negative class, causing ROC AUC to
appear high. PR AUC focuses only on how well the model
identifies the positive class, and it reveals that Isolation For-
est struggles to detect suspicious events on the validation data.
On the test set, Isolation Forest rises to a PR AUC of 0.970,
but this rise is due to the much higher concentration of sus-
picious events in the test set. The VAE–DoSE model is more
consistent and achieves a PR AUC of 0.648 on the validation
set and 0.996 on the test set. This confirms it is better suited
for detecting rare suspicious events. When comparing the two
models, the gap in ROC AUC is smaller than the gap in PR
AUC on the validation set (Figure 1, Table S3 (Supplemen-
tary Materials)).

Looking at the remaining unsupervised models, most clus-
tering based approaches achieve extremely high ROC AUC
values on the validation set, close to 1.0 (Figure 1, Table S3
(Supplementary Materials)). DBSCAN produced a slightly
lower validation ROC AUC of 0.930 but still yielded good
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performance, most likely due to the sensitivity of DBSCAN
to its epsilon and minimum samples hyperparameters, which
were not tuned on the validation set in the same way as Isola-
tion Forest. As a result, DBSCAN results should be used as
a baseline comparison. DBSCAN’s core point representation
used for scoring validation and test samples could have been
affected by the significant number of noise during training.
On the test set, all clustering models perform well, producing
ROC AUC values around 0.95 to 0.96, and DBSCAN achiev-
ing the highest value of 0.971. ROC AUC values were strong
across all clustering models but these scores by themselves do
not reveal meaningful differences between them. Due to this
we also examined PR AUC.

When PR AUC is examined, differences between the clus-
tering models are revealed. On the validation set, KMeans,
Spectral Clustering, and Hierarchical Clustering achieve PR
AUC values of around 0.988 to 0.989, which are strong and
consistent with their high ROC AUC. However, GMM drops
to a PR AUC of 0.763 and DBSCAN to 0.634 on the valida-
tion set, despite both achieving ROC AUC values at or above
0.93. This gap between ROC AUC and PR AUC for these
two models again highlights how ROC AUC can overstate
performance when the positive class is rare. On the test set,
all clustering models get high PR AUC values at or above
0.995, confirming strong precision and recall for suspicious
event detection across the board. Overall Clustering based
models are the strongest models as they perform consistently
well on both metrics across both sets. DBSCAN is also strong
on the test set but its lower validation PR AUC suggests it is
somewhat less reliable under heavy imbalance. Isolation For-
est remains the weakest benchmark model under imbalance
while VAE DoSE is one of the strongest overall. Our visual-
ization in Figure 2 provides further insight into this behavior.
t-SNE (t-distributed Stochastic Neighbor Embedding) was ap-
plied to the project to better understand how models separate
normal from suspicious activity. And points that were similar
in the original feature space tended to appear close together
in the projection while points that were different got pushed
apart. This is why t-SNE is useful for visualizing whether
suspicious and normal events appear in different regions in
the feature space. Though its good for visuals, t-SNE can
distort global structure and its output is sensitive to hyper-
parameter choices. We used t-SNE separately on the valida-
tion and test sets using StandardScaler-normalized features,
with perplexity=30, learning rate=‘auto’, init=‘pca’, and ran-
dom state=42, applied to all samples in each split without sub-
sampling. Our visualizations are provided for illustrative pur-
poses only, and should not be interpreted as an explanation
of why models perform well. The quantitative performance
of each model is determined solely by the ROC AUC and PR
AUC metrics reported in Figure 1 and Table S3 (Supplemen-
tary Materials).

In the t-SNE projection, suspicious events appear as points
that deviate from the dense cluster of normal system behavior.
In the validation plot, suspicious events appear scattered more
sparsely around the boundary of the normal cluster, while in
the test set projection, suspicious and normal points appear
more visually separated. These patterns are descriptive only
and are not used to explain or predict the results reported in
Table S3 (Supplementary Materials). Our quantitative metrics
show that suspicious system behavior can be detected success-
fully using several unsupervised learning methods.

McNemar’s Significance Tests

We conducted McNemar’s significance tests to compare pre-
dictions across all six models on the suspicious detection test
set. All 15 pairwise comparisons are statistically significant
(p < 0.05), confirming that all of our models produce mean-
ingfully different binary classifications Table S4 (Supplemen-
tary Materials),. Spectral Clustering came out as the strongest
model overall. Hierarchical Clustering loses the most com-
parisons and performs the weakest. GMM correctly classifies
158,890 events that Hierarchical misses while only missing 35
that Hierarchical gets right. Differences in PR AUC between
our models are small, but they still correspond to genuinely
different classification behaviors on this data.

Detection of Malicious Events

We next evaluate the detection of confirmed malicious activ-
ity (EVIL). Unlike suspicious detection, the training and val-
idation datasets contain no malicious examples, meaning val-
idation metrics cannot be computed for any model. So we
focused only on the test set as shown in Table S5 (Supple-
mentary Materials). KMeans, GMM, Hierarchical Cluster-
ing, and DBSCAN emerge as the strongest models with high
PR AUC values of 0.998 to 0.999, while even the benchmark
models perform competitively, with VAE–DoSE achieving a
ROC AUC of 0.936 and PR AUC of 0.971 on the test set as
shown in Figure 3. These results must be interpreted carefully
because all malicious activity comes from a single exploited
host. This means the model has only been tested against one
specific attack pattern.

Furthermore, the class distribution in the test set is different
from what would be encountered in real deployment where
malicious events would be extremely rare. This means that
PR AUC values on the test set cannot be directly compared to
PR AUC values on the validation set.

PR curves are prevalence sensitive so a PR AUC on the
test set where 90.7% of events are positive is not compara-
ble to a PR AUC on a validation set where only 0.42% of
events are positive. This is important for interpreting the PR
AUC values reported in our study. To provide additional op-

© The National High School Journal of Science 2026 | 7



Figure. 1 Validation and test ROC AUC(left) and PR AUC (right) scores to identify the suspicious cyberthreats using different unsupervised
models

Figure. 2 t-SNE projection of original features into two dimensions for unsupervised suspicious cyberthreats detection visualization using
Hierarchical Clustering model. Each point represents a sample. The colorbar ranges from 0 (dark purple, normal events) to 1 (yellow, suspicious
events), highlighting the separation between typical data and anomalies in the embedded space. Two t-SNE projections are shown, for the
validation set and the test set. Within each, the left plot shows actual suspicious labels and the right plot shows model-predicted labels

erational context, FPR at operationally relevant recall levels
is reported here for Hierarchical Clustering as the represen-
tative model. For suspicious detection, the false positive rate
at both 80% and 90% recall is 0.0000. This shows that the
model achieves high recall with essentially no false positives
on this test set. For malicious detection, the false positive rate
at both 80% and 90% recall is 0.0011, and means fewer than
2 false positives per 1,000 benign events at these recall levels.
The model at the 99th percentile validation threshold, raised
835 false positive suspicious alerts and 4,791 false positive
malicious alerts across the entire test set, corresponding to ap-
proximately 167 and 958 false positives per host hour respec-
tively. The exact duration of the single test host session is not
separately reported so we used the approximate 5 hour total
collection window for the full 23-host BETH dataset as an es-
timate. Attempts to compute prevalence-normalized metrics
at operationally realistic class ratios were not feasible given
the limited number of benign events in the test set. Matched
prior evaluation sets would require collecting additional be-
nign test hosts with class distributions representative of real

deployment environments. This is beyond the scope of our
study.

The benchmark models like Isolation Forest achieved a
ROC AUC of 0.838 on the test set. Highnam et al.8 did not
separately report results for malicious event detection. Their
ROC AUC values of 0.850 for Isolation Forest and 0.698 for
VAE + DoSE were reported specifically for the suspicious
detection task and are not directly comparable to our mali-
cious detection results. Despite this, our Isolation Forest ROC
AUC of 0.838 is in a similar range to the paper’s overall value
of 0.850, showing reasonable consistency. Our VAE–DoSE
model achieved a ROC AUC of 0.936 on the test set, which
is higher than the 0.698 reported in the BETH paper. This
shows that our implementation allows the model to separate
malicious from benign behavior better.

When PR AUC is introduced for both benchmark models,
the difference between them narrows considerably. Isolation
Forest achieved a PR AUC of 0.967 and VAE–DoSE achieved
0.971. Despite the ROC AUC gap of nearly 0.1 between the
two models, their PR AUC values are almost identical. This is
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an important finding because ROC AUC suggests VAE–DoSE
is meaningfully better, but PR AUC reveals that both models
perform at a very similar level when it comes to actually iden-
tifying malicious events with high precision and recall.

Since no validation labels exist for malicious events, only
test results are available for the clustering models. Most clus-
tering approaches achieve extremely high ROC AUC values
on the test set. KMeans, GMM, Hierarchical Clustering, and
DBSCAN all produce ROC AUC values close to 1.0, with
GMM achieving the highest at 0.995 (Table S5 (Supplemen-
tary Materials), Figure 3). As with the suspicious detection
task, these high ROC AUC values are difficult to differentiate
and should be interpreted with some caution. Spectral cluster-
ing achieved a noticeably lower ROC AUC of 0.874 and is an
exception.

When PR AUC is examined, the results largely confirm
the ROC AUC rankings but with some important nuance.
KMeans, GMM, Hierarchical, and DBSCAN all achieve PR
AUC values of approximately 0.998 to 0.999, confirming high
precision and recall for malicious detection. Spectral Clus-
tering achieves a PR AUC of 0.971, which is notably lower
than the other clustering models but still strong in absolute
terms. Comparing Spectral Clustering’s ROC AUC of 0.874
with its PR AUC of 0.971 shows that while it struggles more
with overall class separation, it still maintains reasonable pre-
cision and recall for the malicious class specifically. Overall,
KMeans, GMM, Hierarchical, and DBSCAN are the strongest
models on this task. Our VAE–DoSE also performs well
across both metrics. Isolation Forest is competitive but weaker
than the clustering models in ROC AUC, but its PR AUC re-
mains high.

Figure. 3 Test ROC and PR AUC scores to identify the malicious
cyberthreats using different unsupervised models

Our visualization in Figure 4 further supports these results.
t-SNE was applied to the test set using the same parameters
as above (perplexity=30, learning rate=‘auto’, init=‘pca’, ran-
dom state=42) and is provided for illustrative purposes only.
In our t-SNE projection, malicious events form a separated
region in the embedded feature space compared to benign sys-
tem activity. This separation appears more defined than what

Figure. 4 t-SNE projection of original features into two dimensions
for unsupervised malicious cyberthreats visualization using Hierar-
chical Clustering model. Each point represents a sample; the color-
bar ranges from 0 (dark purple, benign events) to 1 (yellow, mali-
cious events), highlighting the separation between typical data and
anomalies in the embedded space. The left plot shows actual mali-
cious labels and the right plot shows model-predicted labels at the
99th percentile validation threshold.

was observed for suspicious events. This visual pattern is de-
scriptive only and isn’t used to explain the detection results
reported in Table S5 (Supplementary Materials).

Sensitivity of Number of Clusters

To validate the choice of k=2, KMeans was tested across clus-
ter counts from k=2 to k=10 to ensure results are not an artifact
of this hyperparameter decision. We conducted an additional
experiment that evaluated KMeans performance across cluster
counts ranging from k=2 to k=10 to investigate whether forc-
ing k=2 hides richer cluster structure. As shown in Figure 5,
for suspicious detection, validation PR AUC remained strong
at approximately 0.989 for k=2, 3, and 4, before collapsing
sharply to 0.004 at k=5 and recovering only partially for larger
values, while test PR AUC remained relatively stable through-
out. As shown in Figure 6, for malicious detection, both ROC
AUC and PR AUC remained highly stable across all tested
values of k, with test PR AUC staying above 0.978 through-
out. Figures 5 and 6 show that k=2 is a justified choice for this
dataset and that increasing the number of clusters does not re-
veal richer structure that improves detection performance.

Operating Point Analysis

Table 2 presents the operating point analysis for all the seven
models. The results include precision, recall, F1, and the num-
ber of alerts triggered at a threshold corresponding to the sus-
picious event prevalence of 90.7% in the test set. This thresh-
old was chosen to reflect the actual class distribution of the
benchmark test set. At this operating point, most clustering
based models raise approximately 172,000 to 173,000 alerts
out of 188,967 total test events which was consistent with the
high prevalence of suspicious activity in the test set. For sus-
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Figure. 5 ROC AUC and PR AUC vs number of clusters (k=2 to
k=10) for KMeans on suspicious event detection. Validation PR
AUC collapses sharply at k=5 from 0.989 to 0.004, while test PR
AUC remains relatively stable, confirming that k=2 achieves the
strongest and most consistent performance for suspicious detection
under heavy class imbalance.

Figure. 6 ROC AUC and PR AUC vs number of clusters (k=2 to
k=10) for KMeans on malicious event detection. Both ROC AUC
and PR AUC remain highly stable across all values of k, with test PR
AUC staying above 0.978 throughout, further confirming that k=2 is
a well-justified choice for this dataset.

picious detection, KMeans, Spectral Clustering, and Hierar-
chical Clustering achieve identical precision of 0.933 and re-
call of 0.941. GMM performs slightly better with precision
of 0.939 and recall of 0.945. VAE–DoSE achieves the high-
est recall of 0.990 among models with a meaningful decision
boundary, at a slightly lower precision of 0.921, suggesting it
is more sensitive to suspicious events. For malicious detec-
tion, Isolation Forest achieves the highest precision of 0.901,
while VAE–DoSE achieves the highest recall of 0.999 among
models with a meaningful decision boundary. DBSCAN is
an outlier because it flagged all 188,967 events and should be
treated as a degenerate baseline. Overall, these results show
that clustering based models had consistent precision and re-
call around 0.93 for this benchmark and provide an helpful
comparison of detection performance at a specific operating

point, complementing the AUC analysis in Table S3 (Supple-
mentary Materials) and Table 2.

Ablation Study

KMeans was evaluated under two conditions: the full eight-
feature set and a reduced set with these fields removed. This
was done to verify that the identifier features threadId and
eventId contribute genuine behavioral signs. We conducted
an ablation study using KMeans as a representative model,
we also report these results in Table 3. We did this test to
assess whether the ID-like features threadId and eventId con-
tribute meaningful signals or introduce arbitrary patterns. The
model was evaluated by using the full eight feature set includ-
ing threadId and eventId, and also a reduced six feature set
with these fields removed. For suspicious detection, perfor-
mance was basically identical between both conditions,with
PR AUC values being very similar on both validation and test
sets, as shown in Table 3. For malicious detection we removed
threadId and eventId. This resulted in a drop in test ROC AUC
from 0.994 to 0.874 and test PR AUC from 0.999 to 0.973,
suggesting that these fields carry genuine signals for identify-
ing confirmed malicious behavior. Both features were retained
in the final feature set.

One-Class VAE Experiment

We also conducted an additional experiment by training the
VAE exclusively on confirmed normal events (sus=0, evil=0)
and removing all 1,269 suspicious events from the training set.
We did this to address the worry that models trained on data
with unlabeled suspicious events might not represent a gen-
uine anomaly detection scenario. This setup was then assessed
on the same validation and test sets.

When we trained the VAE only on confirmed normal events
it resulted in worse performance across all metrics as shown
in Table 4. These results show that the small number of sus-
picious events in the training set provide useful regularization
rather than contaminating the model, justifying the original
training setup.

Discussion

Our Clustering based unsupervised models were the strongest
and most consistent when detecting suspicious events.
KMeans, Spectral Clustering, and Hierarchical Clustering
achieved validation ROC AUC above 0.994, an identical test
ROC AUC of 0.958, and PR AUC at or above 0.995 on the
test set. GMM was also strong but showed some sensitivity to
the imbalance present in the data. DBSCAN’s validation PR
AUC was also lower (0.634) but came back up on the test set.

VAE-DoSE was the strongest among the benchmark mod-
els, achieving a validation ROC AUC of 0.996, test ROC AUC
of 0.963, and test PR AUC of 0.996. Isolation Forest was the
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Table 2 Operating point analysis at threshold matched to test set prevalence
Model SUS

Precision
SUS

Recall
SUS
F1

EVIL
Precision

EVIL
Recall

EVIL
F1

Alerts
Raised

KMeans 0.9327 0.9411 0.9369 0.8889 0.9707 0.9280 173,010

GMM 0.9386 0.9448 0.9417 0.8902 0.9696 0.9282 172,577

Spectral 0.9327 0.9411 0.9368 0.8889 0.9707 0.9280 173,009

Hierarchical 0.9327 0.9411 0.9369 0.8889 0.9707 0.9280 173,010

DBSCAN 0.9073 1.0000 0.9514 0.8384 1.0000 0.9121 188,967

Isolation Forest 0.9364 0.9370 0.9367 0.9005 0.9752 0.9364 171,572

VAE-DoSE 0.9208 0.9896 0.9539 0.8584 0.9985 0.9232 184,277

Table 3 Ablation Study — KMeans Performance With and Without
ID Features (threadId, eventId)
Metric All 8

Features
Without ID Features

(threadId, eventId
removed)

Difference

Val ROC AUC (SUS) 0.9969 0.9991 +0.0022

Val PR AUC (SUS) 0.9889 0.9891 +0.0003

Test ROC AUC (SUS) 0.9579 0.9625 +0.0045

Test PR AUC (SUS) 0.9959 0.9960 +0.0000

Test ROC AUC (EVIL) 0.9938 0.8737 −0.1201

Test PR AUC (EVIL) 0.9986 0.9730 −0.0256

Table 4 One-Class VAE vs Original VAE — Performance Compari-
son (SUS and EVIL Detection)
Metric Original VAE

(trained on all
training data)

One-Class VAE
(trained on

normal events
only)

Difference

Val ROC AUC (SUS) 0.9960 0.9404 −0.0556

Val PR AUC (SUS) 0.6480 0.0314 −0.6166

Test ROC AUC (SUS) 0.9630 0.6512 −0.3118

Test PR AUC (SUS) 0.9960 0.8863 −0.1097

Test ROC AUC (EVIL) 0.9360 0.6736 −0.2624

Test PR AUC (EVIL) 0.9710 0.8250 −0.1460

weakest overall, with a validation PR AUC of only 0.045 but
has a validation ROC AUC of 0.945. These scores demon-
strate how confusing ROC AUC values can be when there are
few positive events in the dataset and also helps argue that PR
AUC is the better measurement in our case.

For detecting malicious events we only used the test set in
our evaluation because the training and validation splits have
no malicious labels. On this task, KMeans, GMM, Hierarchi-
cal Clustering, and DBSCAN all achieved high performance
with ROC AUC values between 0.992 and 0.995 and PR AUC
values between 0.998 and 0.999. These results were higher
than what the same models achieved on the suspicious detec-
tion task. Spectral clustering has a lower ROC AUC and PR
AUC for malicious detection, meaning that it picks up differ-
ent data patterns that aren’t that useful for spotting behavior

VAE-DoSE performed well with a test ROC AUC of 0.936
and PR AUC of 0.971, and Isolation Forest achieved a ROC
AUC of 0.838 and PR AUC of 0.967. An important finding on
this task is that even with a gap of 0.1 in ROC AUC between
Isolation Forest and VAE-DoSE, their PR AUC values are al-
most identical at 0.967 and 0.971, showing that ROC AUC
overstates meaningful differences between models when data
is imbalanced. Our results shouldn’t be used as proof that the
detection works for all attack types or system setups.

Our study has improvements for most evaluated models
when compared to the BETH benchmark. The literature re-
ported ROC AUC values of 0.850 for Isolation Forest and
0.698 for VAE-DoSE, which were the two best performing
models in their study. These values were reported specifically
for the suspicious detection task. Our VAE-DoSE has a test
ROC AUC of 0.963 for suspicious detection and is higher than
the BETH benchmark’s value. The malicious detection ROC
AUC of 0.936 on the other hand, cannot be compared to other
studies because it wasn’t tested separately on confirmed mali-
cious events. The Isolation Forest’s test ROC AUC of 0.779
for suspicious detection is below the 0.850 from the original
paper. This is probably because of differences in how the
model is built and tuned.

Our study evaluated five additional clustering methods be-
yond the benchmark models. All of our models outperformed
the original benchmark on both detection tasks. KMeans,
GMM, Hierarchical Clustering, and DBSCAN achieved ROC
AUC and PR AUC values above 0.99 on malicious detection,
showing that simpler distance based and density based meth-
ods are effective on this dataset. The inclusion of PR AUC as
a primary metric in this study gives a more honest assessment
of model performance than the original benchmark. PR AUC
measures how well models find rare positive events and not
how well they classify the common negative class.

Traditional rule based and supervised intrusion detection
systems that were used on data like KDD Cup 1999 and NSL-
KDD reported high precision and recall values but were im-
plemented under controlled conditions. These results are often
inflated by the use of simulated or outdated data4. Unsuper-
vised anomaly detection systems that evaluated on real world
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data tended to report lower performance due to the difficulty
of detecting novel attack patterns without labeled training ex-
amples6,7. Sommer & Paxson7 point out that anomaly detec-
tion systems that are deployed in real networks suffer from
high false positive rates and making precision a critical oper-
ational metric. In our study the precision of our Hierarchical
Clustering was 0.9327 for suspicious detection and 0.8889 for
malicious detection. These values show strong performance
on real data compared to other unsupervised models.

Limitations

First, the training and validation datasets contain no malicious
events, so malicious activity could only be evaluated on the
test set. This prevents any tuning or validation of models
specifically for malicious detection and limits the ability to
assess generalization before test evaluation.

Second, the BETH dataset has severe class imbalance. The
suspicious and malicious events make up only a fraction of the
training and validation data. This imbalance makes it difficult
to optimize models for rare event detection and causes these
models to inflate metrics like ROC AUC. This is why we also
reported PR AUC to provide a more accurate picture of model
performance.

Third, the data preprocessing approach used in our study
closely follows the methodology outlined in BETH bench-
mark and does not introduce novel feature engineering. Sev-
eral potentially informative columns such as stackAddresses,
args, and processName were excluded due to their complex-
ity, meaning the models were trained on simplified feature sets
that might not have captured the full diversity of the system
call data. So the feature set used in this study should not be
characterized as carefully engineered, but as a simplified tabu-
lar representation derived directly from the BETH benchmark
preprocessing guidelines. Incorporating richer feature repre-
sentations such as processName encodings, argument parsing,
and stack address embeddings is up for future work.

Fourth, the test set consists of a single exploited host run-
ning a single type of attack. This means that model perfor-
mance is evaluated against only one attack vector, and results
may not generalize to other types of malicious behavior. So
claims of high accuracy detection should be taken as apply-
ing strictly to this benchmark setting and this attack type, and
should not be generalized to other malware families such as
ransomware, cryptomining, or lateral movement.

Fifth, this study follows the host-level train/validation/test
split established by BETH benchmark, in which specific hon-
eypot hosts are fixed to each partition. This design was pre-
served to help make a comparison with the original BETH
benchmark and to keep it consistent with the evaluation proto-
col. Since every metric in our study is derived from this single
fixed partition, the sensitivity of results to which host is as-
signed to the test set remains unknown. We haven’t explored

alternative host level splits and reporting performance across
multiple partitions, this is left as future work.

Sixth, the PR AUC values observed for malicious detection
should be interpreted more carefully because of the favorable
class distribution of the test set. In the validation set, sus-
picious events represent only 0.42% of all events, while the
test set contains 158,432 malicious events out of 188,967 to-
tal events, so malicious activity accounts for approximately
83.8% of the test set. This imbalanced distribution makes it a
lot easier for models to achieve high precision and recall for
malicious detection. So PR AUC values reported for malicious
detection should be understood as reflecting performance un-
der these favorable benchmark conditions instead of a reli-
able indicator of operational detection capability. We want
to advise future studies to evaluate model performance at op-
erationally realistic class ratios to help better understand how
the results can translate to real world deployment. Also, our
model rankings for malicious detection are based on a single
test host, so the ordering of models could be driven by little
quirks of this host rather than reflecting genuine differences in
detection capability.

Seventh, our study looks only at per-event tabular features
and does not model temporal sequences or dependencies be-
tween the system calls. Many previous studies found sequence
based modeling using LSTMs or transformer architectures im-
portant for detecting complex attack patterns that happen over
time. Attack behaviors that happen as sequences of individu-
ally normal events may then be missed by the models evalu-
ated in this study. Using temporal context represents an im-
portant direction for future work.

Eighth, our study relies on the sus and evil labels as already
provided by the BETH dataset without independent verifica-
tion of label quality or noise. The labeling methodology is
described in BETH benchmark, where suspicious events were
manually labeled to indicate unusual activity and evil events
were labeled to indicate confirmed malicious behavior. We did
not have access to the original labeling process or any ground
truth except what the BETH dataset provides. So some sus-
picious events in the test set might represent early stages of
the attack instead of independent anomalies, which could af-
fect the clean separation between the two detection tasks. We
use the labeling method from the BETH data and acknowl-
edge that label quality and possible noise are limits beyond
the scope of our study

Conclusions

Our study evaluated seven unsupervised machine learning
models for detecting suspicious and malicious system events
in the BETH cybersecurity dataset, addressing two sepa-
rate detection objectives. For suspicious event detection,
clustering-based models came out on top by achieving valida-
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tion PR AUC values of approximately 0.989 and test PR AUC
values at or above 0.995. Our VAE-DoSE model also per-
formed well, achieving a test ROC AUC of 0.963 compared
to the 0.698 reported in the original benchmark. Isolation For-
est got a strong validation ROC AUC of 0.945 but dropped
to a PR AUC of only 0.045 on the validation set due to se-
vere class imbalance. Malicious event detection was evaluated
only on the test set due to the absence of evil labels in training
and validation. KMeans, GMM, Hierarchical Clustering, and
DBSCAN all achieved high PR AUC values between 0.998
and 0.999. These results show that malicious behavior forms
an easily identifiable distribution from normal system activity
and is detectable by a wide range of unsupervised approaches.
These results are not in our scope of the evaluation because all
malicious activity originates from a single compromised host
running a single botnet. Performance on other attack types or
deployment environments remains an open question for future
studies

When compared to the original BETH benchmark, the re-
sults of this study represent an improvement across all eval-
uated models. Our study tested ROC AUC values of 0.779
and 0.963 for Isolation Forest and VAE-DoSE respectively
on suspicious detection, with clustering models reaching ROC
AUC values between 0.958 and 0.971. Importantly, the orig-
inal benchmark reported results for suspicious detection only
and did not include a separate malicious event detection eval-
uation, and did not report PR AUC. By evaluating both tasks
separately and reporting PR AUC alongside ROC AUC, this
study shows a more complete and realistic picture of model
performance under the severe class imbalance that character-
izes real-world cybersecurity data. The findings demonstrate
that clustering-based methods, which were not evaluated in
the original benchmark, are highly competitive and in several
cases outperform the models originally proposed. It’s impor-
tant to know that our findings are specific to per-event tabular
features and do not account for temporal or sequential patterns
in system call behavior.

Several limitations of this study should be acknowledged.
The absence of malicious labels prevented model tuning for
evil detection, class imbalance inflated ROC AUC scores, and
the preprocessing pipeline BETH benchmark without novel
feature engineering. Results are tied to a single botnet at-
tack on a single exploited host and a fixed host-level partition,
meaning generalizability remains an open question. Future
work should explore richer feature representations, alternative
data splits, and a two-stage pipeline where suspicious predic-
tions gate malicious classification.

Future work should fix these problems by incorporat-
ing more complex feature representations including process-
Name encodings and argument parsing, evaluating models
across multiple data partitions to establish confidence inter-
vals around reported metrics, and testing on the broader BETH

dataset which includes cryptomining and lateral movement at-
tacks beyond the botnet used here. More broadly, the perfor-
mance of simple clustering methods on this dataset suggests
that tabular features derived from the BETH preprocessing
pipeline combined with distance-based anomaly scoring show
strong performance on this benchmark, though generalization
to real-world intrusion detection settings requires further in-
vestigation, offering a computationally efficient alternative to
deep learning approaches.
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