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Cryptocurrency fraud detection systems relying on single supervised learning models are vulnerable to systematic errors that
propagate directly to the final prediction. This study introduces ML-Anchored Supermajority Consensus, a Byzantine-inspired
algorithm combining a Random Forest baseline with four LLM-based agents under a confidence-gated supermajority voting
mechanism. The baseline serves as a trusted anchor outside the voting set, overridable only when a supermajority of agents
disagree and baseline confidence falls below a specified threshold. Evaluation used 10,000 transactions per condition from the
Bitcoin Elliptic and BitcoinHeist datasets across three fraud rate conditions (5%, 10%, 20%), with 5-fold cross-validation and two
adversarial models, naive vote-flip and mechanism-aware targeted at four agent compromise levels (0% — 75%). The multi-agent
system improved recall over the Random Forest baseline by approximately 10 percentage points across all fraud rate conditions,
with statistically significant results well below o« = 0.05 and large effect sizes. All recall gains are attributable to BitcoinHeist; the
supermajority override was never triggered on Bitcoin Elliptic. Precision decreased substantially across all conditions, reflecting
the conservative bias of the asymmetric override design; under an asymmetric cost model (Cost = FP + 20 xFN), the false negative
reduction could yield lower aggregate cost. Accuracy remained above 93% under both adversary types at all compromise levels.
Eight formal results, four algorithmic properties by construction and four derived behavioral consequences were confirmed
with zero violations. These findings represent empirical robustness observations under the tested adversarial conditions rather
than formal Byzantine fault tolerance guarantees. Limitations include agent architectural homogeneity, absence of runtime
benchmarking, and a two-dataset evaluation scope.

Introduction

Cryptocurrency fraud represents a rapidly escalating threat to
digital financial systems, with economic losses growing sub-
stantially as blockchain adoption expands. Detection of fraud-
ulent transactions is complicated by the pseudonymous nature
of blockchain addresses and the similarity of transaction pat-
terns between legitimate and malicious activity, motivating the
development of automated detection systems capable of oper-
ating at scale.

Existing approaches rely on supervised machine learning
and graph-based methods applied to blockchain transaction
data. Graph convolutional networks on Bitcoin transaction
graphs have outperformed traditional feature engineering for
illicit transaction detection', while topological data analysis
has demonstrated meaningful fraud signals in local Bitcoin
graph structure, yielding the BitcoinHeist dataset?. Individual
classifiers including Random Forest and XGBoost have been
applied directly to Bitcoin transaction classification?, with
machine learning pipelines incorporating pre-training and de-
anonymization demonstrating strong performance on the El-
liptic dataset*. Ensemble approaches consistently outper-
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form individual classifiers, both on the Elliptic dataset® and
on Ethereum using symmetric aggregation methods includ-
ing hard voting, stacking, and boosting®®, yielding consis-
tent gains over single classifiers %13, Hybrid ensemble ap-
proaches combining bagging and boosting methods have been
proposed specifically for Bitcoin fraud detection, demonstrat-
ing improved performance over single-model and single-type
ensemble baselines . Graph learning approaches have fur-
ther shown strong performance on blockchain phishing and
anomaly detection tasks, with heterogeneous representations
outperforming homogeneous ones '>1%. Despite this progress,
single-model approaches rely on a single decision component
whose errors propagate directly to the system output, while
the ensemble approaches reviewed here employ symmetric ag-
gregation in which all classifiers contribute equally, without a
designated trusted baseline or confidence-gated override layer.

Byzantine fault tolerance (BFT), first formalized by Lam-
port, Shostak and Pease!” and extended to practical dis-
tributed systems by Castro and Liskov '8, establishes that con-
sensus among n components can tolerate at most f < n/3 arbi-
trary failures in a fully distributed setting requiring decentral-
ized consensus, replicated state machines, and authenticated
communication, an architecture fundamentally distinct from
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the present work, which draws conceptual motivation from
BFT without implementing distributed consensus. Consensus
in networked multi-agent systems has been studied through
convergence conditions for distributed algorithms'®?® and
belief-updating models?!.

Recent peer-reviewed work has begun applying BFT-
inspired reasoning to LLM-based multi-agent systems. Zheng
et al. propose CP-WBFT, a confidence-weighted BFT-inspired
consensus mechanism demonstrating empirical robustness un-
der high Byzantine fault rates??>. Chen et al. address Byzan-
tine robustness through blockchain-based proof-of-thought
consensus, identifying agent collusion as a primary vulnera-
bility?*. Huang et al. find that hierarchical configurations ex-
hibit substantially lower performance degradation than flat or
linear structures under simulated fault conditions, framing re-
sults as empirical robustness observations rather than formal
guarantees>*. Liang et al. demonstrate that structured multi-
agent debate mitigates the Degeneration-of-Thought problem,
where single LLMs maintain confident but incorrect conclu-
sions through self-reflection?®. Chen, Saha and Bansal show
that confidence-weighted voting among architecturally diverse
LLM agents outperforms same-model multi-agent baselines,
with agent diversity identified as a critical driver of consen-
sus quality?®. Together these studies establish that empirical
robustness under controlled fault conditions, rather than for-
mal BFT guarantees, is the appropriate characterization for
this class of system.

Prior work has not examined the combination of a trusted
ML anchor with BFT-inspired LLM multi-agent consensus
specifically for cryptocurrency fraud detection. This re-
search introduces ML-Anchored Supermajority Consensus,
a Byzantine-inspired algorithm combining a supervised ma-
chine learning baseline with four LLM-based agents under a
confidence-gated supermajority voting mechanism, motivated
by the structural limitations of single-model and symmetric-
ensemble approaches identified above. Two formal hypothe-
ses guide this investigation: the performance hypothesis (H;)
predicts statistically significant recall improvement over the
Random Forest baseline (Ar > 5 percentage points, p < 0.05,
paired 7-test across 5-fold cross-validation), and the resilience
hypothesis (H) predicts maintenance of > 90% baseline ac-
curacy under agent compromise at rates up to 75% under both
naive and mechanism-aware adversarial conditions.

The algorithm’s behavior is characterized through eight for-
mal results: four properties following directly from the al-
gorithm’s definition by construction (monotonicity, override
conditions, confidence-conditional override, and decision re-
gions), three derived consequences characterizing non-trivial
aspects of aggregate system behavior (recall lower bound,
asymmetric escalation, and conservative bias), and a compu-
tational complexity bound under idealized parallel execution.
Evaluation used 10,000 cryptocurrency transactions per fraud

rate condition sampled from the Bitcoin Elliptic ! and Bitcoin-
Heist? datasets via stratified random sampling across three
fraud rate conditions (5%, 10%, and 20%), with 5-fold cross-
validation, paired 7-tests, and Byzantine compromise experi-
ments at 0%, 25%, 50%, and 75% agent compromise levels
under both naive vote-flip and mechanism-aware targeted ad-
versary models.

Several limitations constrain generalizability. The 10,000-
transaction sample size per fraud rate condition may limit de-
tection of rare fraud patterns. The confidence-gating mech-
anism introduces a vulnerability surface where adversaries
targeting the baseline’s confidence estimate could suppress
override consideration; while the targeted adversary evalu-
ated coordinated override exploitation through false positive
inflation, direct manipulation of baseline confidence was not
assessed. Production deployment would require self-hosted
LLMs rather than commercial APIs to maintain data privacy
compliance. All four agents are instances of the same under-
lying model (GPT-40-mini); prior work identifies agent archi-
tectural diversity as a critical driver of consensus quality2®,
and this homogeneity may limit the diversity of reasoning the
consensus mechanism can draw on.

Methods

Research Design

This is an experimental study combining supervised machine
learning with LLM-based multi-agent consensus mechanisms
to develop a Byzantine-inspired algorithm for cryptocurrency
fraud detection. The study employs a 5-fold cross-validation
design to evaluate algorithm performance on binary classifica-
tion of cryptocurrency transactions as fraudulent or legitimate.
The experimental design includes systematic manipulation of
agent behavior to assess empirical robustness under adversar-
ial conditions.

Dataset

The study employed 10,000 cryptocurrency transactions ob-
tained through stratified random sampling from two publicly
available Kaggle datasets: Bitcoin Elliptic and BitcoinHeist.
All datasets consist of transactions with confirmed fraud or
legitimate classifications, with unlabeled transactions in Bit-
coin Elliptic excluded during preprocessing. To assess system
performance across varying fraud prevalence, evaluation was
conducted under three fraud rate conditions (5%, 10%, and
20%) through stratified sampling, yielding 10,000 transactions
per condition.

Bitcoin Elliptic Dataset
The Bitcoin Elliptic dataset represents Bitcoin transaction
graph data collected by Elliptic Co. in collaboration with the
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MIT-IBM Watson Al Lab. Each observation corresponds to a
single Bitcoin transaction represented as a node in the trans-
action graph. The dataset contains 166 anonymized features
organized into two categories. Local transaction features (fea-
tures 1-94) encode properties intrinsic to each transaction:
feature 1 represents the time step (1-49, corresponding to
two-week intervals), while features 2-94 capture transaction
properties including total input/output Bitcoin values, trans-
action fees, number of input/output addresses, and statistical
aggregates of transaction amounts. Aggregated neighborhood
features (features 95—166) represent one-hop statistics (max-
imum, minimum, standard deviation, and correlation coeffi-
cients of neighbor transactions) computed over each transac-
tion’s neighboring nodes in the graph, capturing network con-
nectivity patterns.

Transactions are labeled as illicit (class 1), licit (class 2),
or unknown. Only transactions with confirmed labels were
retained; unlabeled transactions were excluded.

BitcoinHeist Dataset

The BitcoinHeist dataset? catalogs Bitcoin addresses asso-
ciated with ransomware campaigns. Each observation repre-
sents a Bitcoin address labeled with a specific ransomware
family (Locky, CryptoLocker, WannaCry) or “white” (not
known to be ransomware). The dataset contains 8 base fea-
tures: year (calendar year), day (day of year), length (mixing-
round depth), weight (a merge-accumulation feature captur-
ing what fraction of transaction outputs accumulate at the
address through chains of merging transactions), count (the
merge-pattern transaction count), looped (the count of split-
then-merge laundering patterns terminating at the address),
neighbors (number of distinct addresses transacted with), and
income (total satoshis received). All ransomware family labels
were collapsed into ransomware (class 1); white addresses be-
came class 0.

Data Collection

Dataset Acquisition

All datasets were downloaded from Kaggle. Bitcoin
Elliptic provided three CSVs (elliptic_txs_features.csv, el-
liptic_txs_edgelist.csv and elliptic_txs_classes.csv) that were
loaded separately and merged on transaction ID. BitcoinHeist
provided a single CSV.

Data pre-processing

All datasets underwent a shared pre-processing template,
with column selection and feature engineering adapted to each
dataset’s schema. Missing value imputation was performed in
two steps: first, infinite values (np.inf, -np.inf) arising from
division operations were converted to NaN using pandas re-
place function; second, all missing values were imputed using
column-wise median imputation, where each feature’s missing

values were filled with that feature’s median computed from
non-missing observations. Median imputation was selected
over mean imputation to minimize outlier influence, partic-
ularly important for cryptocurrency data exhibiting heavy-
tailed distributions.

For Bitcoin Elliptic, unlabeled observation removal filtered
out transactions with class “unknown,” retaining only rows
where class was “1” (illicit) or “2” (licit). As a defensive mea-
sure, any object-typed columns remaining in the feature ma-
trix were passed through sklearn.preprocessing.LabelEncoder
after filling missing categories with the string “Unknown,”
though in practice this fallback did not apply once identifier
columns were removed.

Feature Engineering

Feature engineering augmented raw datasets with derived
variables capturing additional predictive signals. Bitcoin
Elliptic received no engineering as the dataset was pre-
engineered by Elliptic Co. with 166 comprehensive features.

BitcoinHeist received 8 derived features (16 total): in-
come_per_tx = income/(count+1) computes average satoshis
per transaction; income_per_neighbor = income/(neighbors+1)
normalizes income by connectivity; weight length ratio =
weight/(length+1) expresses merge-accumulation strength
relative to mixing-round depth; count_per_neighbor =
count/(neighbors+1) measures merge-pattern transaction
count per connected address; log_income = log(1+income)
and log weight = log(1+weight) compress heavy-tailed
distributions; count_x_length = countxlength captures the
combination of merge-pattern transaction count and mixing-
round depth; neighbors_x_looped = neighborsxlooped
captures the interaction between neighborhood size and the
count of split-then-merge laundering patterns terminating at
the address.

Feature Scaling

Each dataset received its own StandardScaler (scikit-learn),
fit exclusively on the training split to prevent data leakage
and persisted to disk (as {dataset}_scaler.pkl) for reuse at in-
ference. Features were transformed to zero mean and unit
variance. At inference time, each sample was scaled us-
ing the scaler corresponding to its source dataset, since the
two datasets have heterogeneous feature schemas: Bitcoin El-
liptic’s anonymized graph features and BitcoinHeist’s graph-
derived ransomware features.

Data Partitioning and Leakage Control

Each dataset was divided into three disjoint partitions before
any modeling: a training partition used to fit the Random
Forest classifier and feature scaler, a validation partition used
solely to select the decision threshold, and an evaluation parti-
tion reserved exclusively for performance measurement. De-
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cision thresholds were selected by maximizing F1 on the val-
idation partition only; the evaluation partition played no role
in fitting, scaling, feature construction, or threshold selection.
BitcoinHeist features were computed independently per trans-
action from that transaction’s own attributes, introducing no
dependence across partition boundaries. The two forests, their
scalers, and their thresholds were fixed after training and never
modified during evaluation. The five cross-validation folds op-
erated exclusively on the evaluation partition to quantify vari-
ance in consensus metrics; no fold was used to refit any model
component. Record counts per dataset are reported in Table 1.

Table 1 Data partitioning

Dataset Training Validation Evaluation Total
Bitcoin Elliptic 32,594 4,656 9,314 46,564
Bitcoin Heist 2,041,687 291,670 583,340 2,916,697

Variables and Measurements

Independent Variables

Independent variables consist of the transaction-level fea-
tures described in the Dataset section: 166 features for Bitcoin
Elliptic and 16 features for BitcoinHeist.

Dependent Variable

The dependent variable is binary fraud classification where
0 indicates legitimate transactions and 1 indicates fraudulent
transactions. For Bitcoin Elliptic, fraud labels distinguish il-
licit (class 1) from licit (class 2, recoded to 0) transactions. For
BitcoinHeist, fraud labels distinguish ransomware addresses
(class 1) from white addresses (class 0).

Algorithm Outputs

The algorithm produces multiple intermediate and final
outputs. V. and pyy represent the baseline Random For-
est® prediction and its associated confidence, respectively.
Agent votes vi,va,v3,va € {0,1} represent the four LLM-
based agents’ fraud classifications, summed as s = Y ,v;. The
override signal o € {0, 1} activates when $3;;, =0, s > k, and
pur < 7. The final prediction i,y € {0,1} represents the
algorithm’s consensus output.

Evaluation Metrics

Model performance is quantified using standard binary clas-
sification metrics. Recall (sensitivity, true positive rate) mea-
sures the proportion of actual fraud cases correctly identified:
Recall = TP/(TP+ FN). Precision measures the propor-
tion of predicted fraud cases that are fraudulent: Precision =
TP/(TP+ FP). Accuracy measures overall classification cor-
rectness: Accuracy = (TP+TN)/(TP+TN+FP+FN). Fl-
score represents the harmonic mean of precision and recall: F1

= 2 x (Precision x Recall)/(Precision + Recall). False nega-
tive rate quantifies the proportion of fraud cases incorrectly
classified as legitimate: FNR = FN/(TP+ FN). False pos-
itive rate quantifies the proportion of legitimate transactions
incorrectly classified as fraud: FPR = FP/(FP+TN). For ad-
versarial robustness evaluation, an asymmetric cost function is
applied: Cost = FP+ 20 x FN, reflecting the operational as-
sumption that a missed fraud case incurs twenty times the cost
of a false alert, the former representing direct uninvestigated
financial loss and the latter representing investigator review
time. All metrics are computed per fold and aggregated across
5-fold cross-validation.

Procedure

Algorithm Architecture

The ML-Anchored Supermajority Consensus algorithm
combines a supervised machine learning baseline with four
specialized LLM-based agents operating under a supermajor-
ity consensus protocol. Two primary components comprise
the architecture alongside the consensus layer: two Random
Forest classifiers (one per dataset) providing baseline pre-
dictions, and four LLM-based agents analyzing transactions
through distinct analytical frameworks. A confidence-gated
supermajority consensus mechanism aggregates agent votes to
determine whether the baseline prediction is escalated.

The consensus mechanism implements asymmetric voting
where the baseline prediction serves as default, overridable
only when (1) the baseline predicts SAFE, (2) at least k of
n agents vote for an alternative (FRAUD) classification, and
(3) the baseline’s own confidence in its SAFE prediction falls
below threshold 7. This asymmetric design contrasts with tra-
ditional ensemble methods such as AdaBoost’ and Random
Forest® which employ symmetric aggregation where all pre-
dictors contribute equally through weighted voting or averag-
ing.

Mathematical Formulation
The algorithm’s output is formally defined as

Vtinat = IMLV 0 (H

where $iyr € {0,1} represents the Random Forest baseline
prediction, o € {0, 1} denotes the override signal, and V rep-
resents logical OR. The baseline classifier f additionally pro-
duces a confidence score pyy. € [0,1]: Py, pur) < f(x).

Each of the n agents produces a binary vote v; € {0,1} for
whether the transaction is fraudulent. Let s =Y ", v; denote
the number of agents voting FRAUD.

The override signal activates (0 = 1) when three condi-
tions hold simultaneously: (1) the ML baseline predicts SAFE
(Imr = 0), (2) a supermajority of agents vote FRAUD (s > k),
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and (3) the baseline’s confidence in its SAFE prediction falls
below threshold 7 (py < 7):

o=W[pmL=0As>kApmL < 1]. 2)

where J¥[] is the indicator function. Since J iua = Jp V 0, the
override signal affects the final prediction only when $y;;, = 0;
a FRAUD baseline prediction yields J ¢, = 1 irrespective of
o and cannot be reversed by agent votes (Theorem 1).

The implemented parameters are T = 0.7, k = 3, and n = 4.
T = 0.7 restricts override consideration to cases where the
baseline’s confidence in its SAFE prediction is sufficiently
low to warrant agent input; k = 3 of n = 4 requires agreement
among 75% of agents, exceeding simple majority.

Theoretical Properties

The algorithm’s behavior admits several formal proper-
ties, which fall into two categories. Theorem 1 (Monotonic-
ity Guarantee), Theorem 2 (Override Necessity), Lemma 1
(Confidence-Conditional Override), and Theorem 4 (Decision
Regions) follow directly from the algorithm’s definition and
serve primarily to make explicit guarantees that are implicit
in the override mechanism’s construction. Corollary 1 (Re-
call Lower Bound), Theorem 3 (Asymmetric Escalation), and
Corollary 2 (Conservative Bias) are derived consequences ob-
tained by combining these definitional properties, and charac-
terize non-trivial aspects of the algorithm’s aggregate behav-
ior, specifically, its effect on recall, the direction in which ver-
dicts can be revised, and the resulting precision-recall tradeoff.
Theorem 5 addresses runtime complexity under an idealized
parallel-execution assumption.

Theorem 1 (Monotonicity): If the ML baseline classifies
a transaction as fraudulent (¥p;;, = 1), the final verdict will
always be fraudulent (Yfiny = 1), regardless of agent votes.
Fraud verdicts cannot be dismissed.

Corollary 1 (Recall Lower Bound): The algorithm’s recall
satisfies Recall ;) > Recallyy, establishing that performance
never degrades below the ML baseline. The ML anchor acts
as a performance floor with agent consensus providing only
upward corrections.

Theorem 2 (Override Necessity): The override mecha-
nism activates if and only if three conditions are simultane-
ously satisfied: (1) ML baseline predicts SAFE ($2 = 0), (2)
supermajority of agents predict FRAUD (s > k), and (3) ML
baseline exhibits low confidence (py < 7). Override occurs
only when justified by both agent agreement and baseline un-
certainty.

Lemma 1 (Confidence Respect): If the ML baseline pre-
dicts SAFE with high confidence (pys;, > 7), override cannot
activate regardless of agent votes. High-confidence baseline
predictions are protected from agent override.

Theorem 3 (Asymmetric Escalation): The algorithm can
escalate verdicts from SAFE to FRAUD via override but can-

not de-escalate verdicts from FRAUD to SAFE. This asym-
metry ensures that agent votes can only escalate verdicts from
SAFE to FRAUD, not reverse FRAUD verdicts to SAFE.

Corollary 2 (Conservative Bias): The algorithm exhibits
systematic conservative bias favoring false positives over false
negatives. False negatives can only decrease via escalation,
while false positives can increase, trading increased FP for de-
creased FN.

Theorem 4 (Decision Completeness): The algorithm par-
titions the input space into three disjoint decision regions
that exhaustively classify all transactions: Monotonic Fraud
(9mr = 1), Override-Escalated Fraud ($az. = 0As > kA pyr <
7), and Approved Safe (yz =O0A (s <kV pur > 7)).

Theorem 5 (Parallel Aggregation Complexity): If agent
predictions are computed in parallel, the algorithm’s agent-
aggregation step has time complexity O(T), where T is the
maximum time required by any single agent, compared to
O(nT) under sequential execution. This bound assumes ide-
alized parallel execution and does not account for LLM infer-
ence latency or API overhead.

All eight formal properties were confirmed to hold across
the 10,000-transaction evaluation dataset, consistent with their
derivation from the algorithm’s construction.

ML Baseline Algorithm Selection

Three supervised learning algorithms were evaluated as
candidates for the ML baseline: Random Forest®, Gradient
Boosting, and Logistic Regression. Performance was com-
pared across accuracy, F1-score, and ROC AUC metrics.

Table 2 ML Comparison
Random Forest ~ Gradient Boosting  Logistic Regression
Accuracy 0.99 0.98 0.89
F1 0.94 0.90 0.63
ROC AUC 0.99 0.99 0.96

Random Forest demonstrated superior performance across
all metrics, particularly in F1-score which balances precision
and recall. Based on these results, Random Forest was se-
lected as the ML baseline.

Random Forest Training

Two separate Random Forest classifiers were trained, one
per dataset (Bitcoin Elliptic and BitcoinHeist), using scikit-
learn’s RandomForestClassifier. Each Random Forest was fit
on a class-balanced subsample of its training partition, 15,905
records for Bitcoin Elliptic and 144,945 for BitcoinHeist, ob-
tained by majority-class undersampling to a 20% fraud tar-
get. The decision threshold for each forest was selected by
maximizing F1 on its validation partition, yielding 0.440 for
Bitcoin Elliptic and 0.695 for BitcoinHeist. Each Standard-
Scaler was estimated on its training partition alone. The two
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forests, their scalers, and their thresholds were frozen after
training and were not modified during evaluation. Full par-
titioning methodology and record counts are described in the
Data Partitioning and Leakage Control section and reported in
Table 1.

Cross- Validation Protocol

The evaluation sample of 5,000 transactions per dataset
(10,000 pooled) was drawn exclusively from the withheld
evaluation partitions under three fraud rate conditions (5%,
10%, and 20%) through stratified sampling. For each test
fold transaction, the algorithm routed it to the appropriate pre-
trained Random Forest baseline, obtained the baseline predic-
tion and confidence score, invoked the four LLM agents, and
applied the supermajority consensus mechanism. This proce-
dure was repeated across all 5 folds, yielding 5 independent
performance measurements per fraud rate condition.

LLM Agent Design

Four specialized LLM-based agents were implemented us-
ing OpenAl GPT-40-mini, each configured with distinct ana-
Iytical roles through prompt differentiation. All four agents
share the same underlying model; diversity was induced
through role-specific prompting rather than architectural het-
erogeneity, which represents a limitation of the current imple-
mentation. System parameters were set to T = 0.7, k = 3, and
n = 4. Abbreviated agent prompts are reproduced below for
reproducibility:

Fraud Analyst: “You are a fraud analyst. The Random For-
est prediction is your primary signal and is accurate on held-
out data. Agree with it unless the feature values show a strong,
specific anomaly. Start your reply with exactly ‘VOTE:
HIGH_RISK (X% confidence)’ or ‘“VOTE: LOW _RISK (X%
confidence)’.”

Security Watchdog: “You are a security watchdog looking
for anomalies the baseline may miss. Treat the ML predic-
tion as the default and only diverge on concrete red flags such
as extreme outliers or impossible values. Do not flag a trans-
action merely because the features are unfamiliar. Start your
reply with exactly ‘VOTE: HIGH_RISK (X% confidence)’ or
‘VOTE: LOW_RISK (X% confidence)’.”

Adversarial Analyst: “You think like an attacker trying to
evade detection. Ask whether the features could be a delib-
erate manipulation aimed at a low fraud score. Most transac-
tions are legitimate, so do not be paranoid; vote HIGH_RISK
only on specific signs of evasion. Start your reply with
exactly ‘VOTE: HIGH_RISK (X% confidence)’ or ‘VOTE:
LOW_RISK (X% confidence)’.”

Consensus Builder: “You synthesize the ML prediction
with the feature evidence. Maintain agreement with the base-
line unless the evidence against it is overwhelming across
several dimensions. Start your reply with exactly ‘“VOTE:

HIGH_RISK (X% confidence)’ or ‘VOTE: LOW_RISK (X%
confidence)’.”

Agent responses were parsed to extract binary predictions
(HIGH_RISK — 1, LOW_RISK — 0). Individual agent con-
fidence scores expressed in the response format were not used
in the consensus mechanism; only binary votes contributed
to the supermajority count s. Responses failing to conform
to the specified output format were treated as abstentions; in
such cases n was reduced accordingly, and the k = 3 threshold

was applied to the reduced panel.

Consensus Mechanism Implementation

The consensus mechanism follows the mathematical for-
mulation described in the Procedure section. If the baseline
predicts FRAUD (3371, = 1), the final prediction is FRAUD
regardless of agent votes (Theorem 1). If the baseline pre-
dicts SAFE ()1, = 0), override activates only if s > k and
pmL < T, as defined in the override condition 0 = [Py, =
OAs > kApur <1

Byzantine Testing Protocol

Algorithm evaluation consisted of two experimental trials
conducted across the 5-fold cross-validation framework.

Trial 1 (Normal Conditions): The ML baseline Random
Forest and the complete multi-agent consensus system were
evaluated on identical test sets across all 5 folds across three
fraud rate conditions (5%, 10%, and 20%). Performance met-
rics including accuracy, precision, recall, and Fl-score were
calculated for both systems. Paired ¢-tests were conducted
to assess statistical significance of recall differences between
the baseline and consensus algorithm across folds, with effect
sizes reported as Cohen’s d.

Trial 2 (Adversarial Conditions): The multi-agent con-
sensus system was evaluated under two adversarial models at
four compromise levels (0%, 25%, 50%, and 75% of agents).
The first, a naive vote-flip adversary, simulated Byzantine be-
havior by forcing compromised agents to deterministically in-
vert their votes on all transactions regardless of features or
ML baseline output. The second, a mechanism-aware targeted
adversary, simulated a more realistic threat by directing com-
promised agents to cast coordinated high-confidence FRAUD
votes on legitimate transactions, specifically targeting the su-
permajority override mechanism to inflate false positives. Ac-
curacy, precision, recall, FPR, FNR, and cost were measured
at each compromise level across all three fraud rate conditions.
Agent confidence calibration under adversarial conditions was
not assessed and represents a limitation of the adversarial eval-
uation.

Data Analysis

Performance metrics including accuracy, precision, recall, and
Fl1-score were calculated for both systems on identical test
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sets across folds. Paired ¢-tests with significance threshold
a = 0.05 were conducted on recall as the primary outcome
measure, with effect sizes reported as Cohen’s d alongside
95% confidence intervals. The null hypothesis posited no dif-
ference in recall between systems, while the alternative hy-
pothesis posited superior recall for the consensus algorithm.

Adversarial robustness analysis quantified system behavior
under two adversarial models by measuring accuracy, preci-
sion, recall, FPR, FNR, and cost at each compromise level
0%, 25%, 50%, 75%) across all three fraud rate conditions.
Agent confidence calibration under adversarial conditions was
not assessed and represents a limitation of the adversarial eval-
uation.

Theorem validation employed exhaustive verification
across each 10,000-transaction evaluation condition. For each
formal property, every transaction classification was checked
against the formal statement to identify violations. A property
was considered confirmed if zero violations occurred across
all evaluated transactions, consistent with its derivation from
the algorithm’s construction.

Ethical Considerations

This research utilized publicly available blockchain transac-
tion data from two established datasets. All data consists of
pseudonymous blockchain addresses containing no personally
identifiable information. No human subjects were involved in
data collection or algorithm evaluation. The datasets represent
aggregated blockchain network activity, and this study did not
require institutional review board approval.

Results

System Performance Comparison

The ML-Anchored Supermajority Consensus algorithm was
evaluated against the Random Forest baseline across three
fraud rate conditions (5%, 10%, and 20%), using n = 5,000
transactions per dataset (n = 10,000 pooled per condition).
Full classification metrics are reported in Table 3.

Table 3 Pooled Classification Performance: ML Baseline vs.
Multi-Agent Consensus

ML Baseline Multi-Agent
Fraud rate 5% 10% 20% 5% 10% 20%
Accuracy  97.96% 96.32% 9297% 96.73% 95.66% 93.41%
Precision  91.34% 95.66% 97.78% 64.714% 79.36% 88.87%
Recall 65.40% 66.20% 64.64% 76.00% 76.50% 74.86%
F1 score 76.22 78.25 77.83 69.92 77.90 81.26

The multi-agent system improved recall over the ML base-
line by approximately 10 percentage points across all fraud

rate conditions, with a corresponding reduction in false nega-
tives. The precision gap between systems narrowed as fraud
prevalence increased, partly due to the shift in class compo-
sition: higher fraud rates reduce the pool of legitimate trans-
actions available to generate false positives. Under the asym-
metric cost model (Cost = FP + 20xFN, defined in Evaluation
Metrics), the reduction in false negatives could result in lower
aggregate cost at all fraud rate conditions despite the increase
in false positives.

Per-Dataset Analysis

Per-dataset results reveal an asymmetric contribution pattern
between Bitcoin Elliptic and Bitcoin Heist (Table 4).

Table 4 Per-Dataset Performance by Fraud Rate

ML Baseline Multi-Agent
Fraud rate 5% 10% 20% 5% 10% 20%
Bitcoin Elliptic
Precision  97.03% 98.50% 99.28% 97.03% 98.50% 99.28%
Recall 91.60% 92.00% 90.87% 91.60% 92.00% 90.87%
F1 score 94.24 95.14 94.89 94.24 95.14 94.89
Bitcoin Heist
Precision  80.33% 89.78% 94.88% 43.02% 61.37% 77.71%
Recall 39.2%  40.40% 40.80% 60.40% 61.00% 60.30%
F1 score 52.69 55.72 57.06 50.25 61.18 67.91

On Bitcoin Elliptic, outcomes were identical across both
systems at all fraud rate conditions, indicating the superma-
jority override was never triggered. This is consistent with the
high ML baseline recall on this dataset, suggesting the Ran-
dom Forest anchor classified transactions with sufficient confi-
dence to preclude consensus intervention. All recall gains and
precision costs in the pooled results are therefore attributable
to Bitcoin Heist, where the supermajority override improved
recall by approximately 20 percentage points across all fraud
rate conditions, at the cost of increased false positives. Under
the asymmetric cost model described above, this reduction in
false negatives could result in lower aggregate cost.

Statistical Analysis

Paired z-tests comparing per-fold recall across the two systems
yielded statistically significant results well below o = 0.05 at
all fraud rate conditions, with large effect sizes throughout.

Table 5 Statistical Comparison of Recall (Multi-Agent vs. ML
Baseline)

Fraudrate Mean Recall Diff 95% CI Cohen’s d  t-statistic p-value
5% +10.60 [9.133, 12.067] 6.335 14.165 0.00014
10% +10.30 [9.391, 11.209] 9.934 22214 2.0x 1073
20% +10.22 [9.889, 10.543] 27.374 61.210 < 0.001
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Confidence intervals were narrow at all fraud rate condi-
tions, confirming the consistency of the recall improvement
across cross-validation folds. The increasing Cohen’s d across
fraud rates reflects decreasing within-condition variance rather
than a larger absolute effect, as the mean recall difference re-
mained stable across all three conditions. The p-value at the
20% fraud rate condition approached the limits of floating-
point precision in the test implementation and is reported con-
servatively as < 0.001.

Inter-Agent Agreement

Fleiss’ kappa increased with fraud prevalence (0.289, 0.334,
and 0.407 at 5%, 10%, and 20% respectively), indicating
fair to moderate inter-agent agreement that strengthened as
fraud density increased. Pairwise analysis revealed meaning-
ful heterogeneity: the Security Watchdog and Adversarial An-
alyst showed the highest mutual agreement (k = 0.69-0.73),
while the Consensus Builder aligned most closely with the
ML baseline (k = 0.98-0.99) and least with the other agents
(k = 0.06-0.28). Figure 1 illustrates pairwise and agent-vs-
ML agreement at the 20% fraud rate condition.

Inter-Agent Agreement (Fleiss' kappa = 0.407)
Each agent's agreement with ML

Pairwise Cohen's kappa (agent vs agent)

Consensus Builder D99

Security Watehdog

Adversarial Analyst

Security Watchdog

Fraud Analyst

0.0 0.2 0.4 0.6 08 10
Cohen's kappa vs ML baseline

Figure. 1 Pairwise and Agent vs. ML agreement at 20% Fraud rate

Adversarial Robustness

Table 6 Performance Under Adversarial Conditions: Vote-Flip
FR (%) Compromise (%) Precision Accuracy Recall FPR FNR  Cost

0 64.7% 96.7% 76.0% 2.2% 24% 2607
50 25 75.0% 97.3% 71.0% 12% 29% 3050
50 91.0% 98.0% 66.0% 0.3% 34% 3400
75 90.8% 97.9% 65.4% 03% 34.6% 3493
0 79.4% 95.7% 76.5% 22% 23.5% 4899
10% 25 87.0% 96.1% 71.0% 1.1%  29.0% 6000
50 95.5% 96.3% 663% 04% 338% 6791
75 95.5% 96.3% 66.2% 03% 33.8% 6791
0 88.9% 93.4% 749% 22% 251% 9779
20% 25 93.5% 93.3% 70.0% 1.1% 30.0% 11900
50 97.5% 93.0% 64.6% 04% 350% 13531
75 97.5% 92.9% 64.6% 04% 354% 13531

Under the vote-flip adversary, precision increased and re-
call decreased monotonically with agent compromise across

Table 7 Performance Under Adversarial Conditions: Targeted

FR (%) Compromise (%) Precision Accuracy Recall FPR FNR Cost

0 64.7% 96.7%  76.0% 22% 24.0% 2607
5% 25 51.5% 95.3% 86.0% 42% 14.0% 1700
50 51.5% 95.3% 86.0% 42% 14.0% 1700
75 48.0% 94.6% 88.0% 5.1% 12.0% 1681
0 79.4% 95.7%  76.5% 22% 23.5% 4899
10% 25 69.0% 94.7% 85.0% 4.1% 15.0% 3200
50 69.0% 94.7% 85.0% 4.1% 15.0% 3200
75 65.5% 94.2% 88.1% 5.1% 11.9% 2842
0 88.9% 93.4%  749% 22% 25.1% 9779
20% 25 82.5% 93.6% 84.0% 4.1% 15.0% 6000
50 82.5% 93.6% 84.0% 4.1% 15.0% 6000
75 80.0% 93.4% 87.6% 52% 12.4% 5160

all fraud rate conditions, as compromised agents suppressed
override activations and pushed the system toward the ML
baseline; cost increased monotonically as a result, driven by
the rise in missed fraud. Under the targeted adversary, the op-
posite pattern emerged: recall increased and FNR decreased
with compromise, as coordinated high-confidence FRAUD
votes drove additional override activations at the cost of in-
creased FPR and reduced precision; cost decreased monoton-
ically, driven by the reduction in false negatives. Notably,
results at 25% and 50% compromise are identical under the
targeted adversary across all fraud rate conditions, reflecting
the k = 3 supermajority threshold: fewer than 3 compromised
agents cannot independently reach supermajority, leaving the
override mechanism unaffected until 75% compromise.

Accuracy remained above 93% under both adversary types
across all conditions. Under the vote-flip adversary, accuracy
counterintuitively increased with agent compromise at lower
fraud prevalences (96.7% — 98.0% at 5% fraud rate) before
marginal decline at 75%, reflecting anchor dominance: sup-
pressed overrides revert the system toward the ML baseline,
which achieves high accuracy by class composition at low
fraud prevalence rather than improved fraud detection. This
underscores why accuracy alone is insufficient to character-
ize adversarial robustness. The targeted adversary represents
a more operationally realistic threat, exploiting the override
mechanism in a manner the vote-flip adversary cannot. Agent
confidence calibration under adversarial conditions was not
assessed and represents a limitation of the adversarial eval-
uation.

Theorem Validation

For Theorem 1, Theorem 2, Lemma 1, and Theorem 4, prop-
erties that follow directly from the algorithm’s definition, val-
idation confirms that the implementation correctly realizes its
specification; a violation would indicate an implementation
bug rather than a failure of the underlying claim. For Corol-
lary 1, Theorem 3, and Corollary 2, derived consequences
of these definitional properties, validation provides empirical
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Table 8 Theoretical Guarantees — Empirical Validation

Property Theoretical Guarantee Empirical Validation Violations
Monotonicity (Theorem 1) ImL =1= Yfina =1 500 ML fraud verdicts: 100% preserved 0
Recall Lower Bound (Corollary 1) Recall fjq > Recallyyy, 76.0% > 65.4% 0
Override Necessity (Theorem 2) 0 =1 < 3 conditions met 53 overrides: all met 3 conditions 0
Confidence Respect (Lemma 1) pmL>tT=0=0 0 high-conf ML predictions overridden 0
Asymmetric Escalation (Theorem 3) Can escalate; cannot de-escalate 53 SAFE — FRAUD; 0 FRAUD — SAFE 0
Conservative Bias (Corollary 2) FNfinat < FNyp; FPpina > FPy, FN: 120 < 173; FP: 207 > 31 0
Decision Completeness (Theorem 4) All transactions classified 10,000 classified in 3 regions 0
Computational Efficiency (Theorem 5)  O(T') with parallelization Parallel execution confirmed; runtime complexity not empirically benchmarked 0

confirmation of the corresponding behavioral guarantees (re-
call floor, escalation asymmetry, and conservative bias) across
the evaluation dataset. Formal properties were verified at the
5% fraud rate condition (n = 10,000); results are reported in
Table 8.

Discussion

The ML-Anchored Supermajority Consensus algorithm im-
proved recall over the Random Forest baseline by approxi-
mately 10 percentage points across all three fraud rate condi-
tions, with statistically significant results well below a = 0.05
and large effect sizes (Cohen’s d = 6.335-27.374). The in-
crease in Cohen’s d across fraud rate conditions reflects de-
creasing within-condition variance rather than a growing ab-
solute treatment effect, as the mean recall difference remained
stable across all three conditions (approximately 10 percent-
age points throughout). However, per-dataset analysis reveals
that all recall gains are attributable to Bitcoin Heist; on Bit-
coin Elliptic the supermajority override was never triggered,
indicating the architecture’s benefit is conditional on the ML
baseline exhibiting systematic recall limitations.

The recall improvement came at a substantial precision cost
across all fraud rate conditions. Under the asymmetric cost
model (Cost = FP + 20xFN), the reduction in false negatives
could result in lower aggregate cost, but the increase in false
positive volume warrants consideration in deployment con-
texts where analyst capacity is constrained. The precision gap
narrowed as fraud prevalence increased, partly due to the shift
in class composition reducing the pool of legitimate transac-
tions available to generate false positives, suggesting the pre-
cision cost may be more operationally acceptable in higher-
prevalence environments.

The adversarial evaluation revealed a meaningful distinc-
tion between adversary types. The vote-flip adversary could
not meaningfully exploit the architecture, as suppressed over-
rides pushed the system toward the ML baseline. The targeted
adversary, coordinating high-confidence FRAUD votes on le-
gitimate transactions, degraded precision substantially while
improving recall, exposing the override mechanism’s vulner-
ability to coordinated false positive inflation. Accuracy re-

mained above 93% under both adversary types, reflecting the
stabilizing influence of the ML anchor, though accuracy alone
is insufficient to characterize robustness. These findings rep-
resent empirical robustness observations rather than formal
Byzantine fault tolerance guarantees in the distributed systems
sense.

Inter-agent agreement (Fleiss’ x = 0.289-0.407) indicated
fair to moderate agreement that increased with fraud preva-
lence. The Consensus Builder exhibited near-perfect align-
ment with the ML baseline (x = 0.98-0.99), while the Se-
curity Watchdog and Adversarial Analyst showed substan-
tially lower baseline agreement, suggesting meaningful be-
havioral differentiation through prompt design. However, all
four agents share the same underlying GPT-40-mini model;
correlated reasoning across agents sharing the same model
weights represents a limitation that prompt differentiation can-
not fully resolve.

The study has several limitations. The evaluation dataset
of 10,000 transactions per fraud rate condition limits statis-
tical power for rare fraud patterns. The confidence gating
mechanism introduces a vulnerability wherein adversarially
crafted inputs could trigger high-confidence erroneous base-
line predictions, bypassing the override entirely. Agent con-
fidence calibration under adversarial conditions was not as-
sessed. LLM deployment introduces inference latency, API
overhead, and scalability costs not captured by the theoreti-
cal O(T) complexity bound; runtime benchmarking was not
conducted. Production deployment would require self-hosted
LLMs to maintain data privacy compliance. Generalizability
to other blockchain ecosystems and fraud categories such as
Ponzi schemes and pump-and-dump manipulation remains to
be established. Future work should address architectural agent
diversity through multiple model families, empirical runtime
benchmarking, and evaluation across additional datasets and
fraud categories.
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Appendix

Theoretical Guarantees — Formal Proofs

Theorem 1 (Monotonicity Guarantee)
Formal Statement:

Vx € R, $ur(x) = 1= Hpinar(x) = 1 3)

Proof: Since J fina = $mr V 0 and o € {0,1}, we have 1V o = 1 for either
value of o. Therefore yu;, = 1 implies §iny = 1 regardless of the override
indicator. Fraud verdicts cannot be dismissed.

Corollary 1 (Recall Lower Bound)

Corollary Statement: The algorithm’s recall cannot fall below the ML
baseline recall.

Formal Statement:

Recall i, > Recallyy, 4)

Proof: By Theorem 1, TPy C T Pfipa, since every transaction the ML
baseline flags as fraud is also flagged by the algorithm. The override
mechanism (Theorem 2) can additionally escalate SAFE-labeled transac-
tions to FRAUD when agents reach supermajority, so T Pfing; > TPyr and
correspondingly FNfings < FNpg. Since Recall = TP/(TP+ FN) is non-
decreasing in TP for fixed total positives, Recall fj,,; > Recally,. The ML
anchor thus acts as a performance floor, with agent consensus providing only
upward corrections.

Theorem 2 (Override Necessity)

Theorem Statement: The override mechanism activates if and only if three
conditions are simultaneously satisfied: (1) ML baseline predicts SAFE, (2)
supermajority of agents predict FRAUD, and (3) ML baseline exhibits low
confidence.

Formal Statement:

():1(i)()?MLZO)/\(SZk)/\(pML<T) (@)

where s represents the sum of agent votes for fraud, k is the supermajority
threshold, and 7 is the confidence threshold.

Proof: This is immediate from the definition 0 = W[y, =0As > kA
pumr < 7], where J¥[-] is the indicator function: o = 1 exactly when its argu-
ment holds, and o = 0 otherwise.

Lemma 1 (Confidence-Conditional Override)

Statement: If the ML baseline predicts SAFE with high confidence (ppr >
T), override cannot activate regardless of agent votes.

Proof: By Theorem 2, 0 = 1 requires py, < . If py > 7, this condition
fails, so 0 = 0 irrespective of s.

Theorem 3 (Asymmetric Escalation)

Theorem Statement: The algorithm can escalate verdicts from SAFE to
FRAUD via override but cannot de-escalate verdicts from FRAUD to SAFE.

Formal Statement:

(a) Escalation Capability:

B ER?: 9w (x) = 0 A Ffinar(x) = 1 ©
(b) De-escalation Impossibility:
Bx € RY < 9arr () = LA fina (x) = 0 ©)

Proof: (a) For any x with Yy, =0, pyr, < 7, and s > k, Theorem 2 gives
0=1, 50 Yfinq =0V 1 =1, demonstrating escalation. (b) By Theorem 1,
$mL = 1= Y finas = 1; equivalently (by contraposition), ¥ i = 0= $p = 0.
Hence $y1 = 1 AJfing = 0 cannot occur.

Corollary 2 (Conservative Bias)

The algorithm exhibits systematic conservative bias favoring false posi-
tives over false negatives.

Proof Sketch: By Theorem 3(a), escalation can convert ML false negatives
into true positives, 0 FNfj,q; < FNyr. By Theorem 3(b), no FRAUD verdict
is ever de-escalated, so escalation onto SAFE-labeled negatives can only in-
crease false positives: FPrjuq > FPyr. The algorithm thus trades increased
FP for decreased FN.

Theorem 4 (Decision Regions)

The algorithm partitions the input space R into three disjoint decision
regions.

Region 1 (Monotonic Fraud): Ry = {x € R : s (x) = 1}

Region 2 (Override-Escalated Fraud): Ry = {x € R? : s (x) = 0 As(x) >
kA pur(x) <t}

Region 3 (Approved Safe): Rz = {x € R? : $71(x) = O A (s(x) < kV
pmL(x) > )}

Proof: Disjointness follows since R; requires yj;, = 1 while R, R3 require
$mr = 0. Exhaustiveness follows by case analysis on $az (x): if $ar(x) =1,
X € Ry; if Py (x) = 0, either (s > kA pyr < T) holds, placing x € R, or its
negation holds (by De Morgan’s law), placing x € R3. Final predictions follow
directly: ¢inqt = 1 on Ry (Theorem 1) and on R, (Theorem 2 gives o = 1, so
Stinat = IV 0 =0V 1=1); $ina =0 0on Rz (0 =0, 30 Jfina =0V 0 =0).
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