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Quantum cryptography, an emerging field that combines quantum mechanics and cybersecurity, holds the potential to revolutionize
secure communication in the digital age. This literature review delves into the ways quantum computing has affected traditional
cryptographic techniques and explores new developments in quantum-resistant cryptography. The review highlights recent
advancements in quantum key distribution (QKD), lattice-based cryptography, and hash-based cryptography while identifying
critical gaps, such as their integration into existing infrastructures. The advancement of quantum computing poses a prominent
threat to the current digital current Rivest-Shamir-Adleman (RSA) and Elliptic Curve Cryptography (ECC) encryption methods as
Shor’s algorithm is capable of breaking these systems, rendering them obsolete. Therefore, researchers have begun examining
quantum key distribution (QKD) and quantum-secure networks in search for alternative, stronger methods. As a result, hash-based,
code-based, and lattice-based cryptography have been created to withstand any quantum attacks. Though these methods seem to
offer the security needed, there remains a major gap in research in regards to implementing them into current infrastructure. There
are various limitations due to incompatibility with current systems and the development of long-distance quantum communication
networks, which are still in the experimental phase due to reliance on quantum repeaters. While there is promise for quantum-
resistant techniques like QKD, their global use requires more extensive research into what more can be done for its development.

Introduction

Quantum computing is a revolutionary field that leverages the
principles of quantum mechanics, such as superposition and
entanglement, to perform calculations far more efficiently than
classical computers. Classical cryptographic methods, like RSA
and ECC, which are foundational to modern cybersecurity, rely
on the computational difficulty of factoring large integers or
solving logarithms. However, quantum computing’s immense
computational power challenges these assumptions. Historically,
networking has evolved from simple point-to-point communi-
cation methods to complex cellular and computer networks,
enabling global connectivity through technologies like the inter-
net, 4G, and LTE. Quantum networking represents the next leap
in this evolution, promising to enhance security and computa-
tional capabilities by utilizing the unique properties of quantum
mechanics. In traditional networks, data is transmitted using
binary bits, which can either be 0 or 1. Qubits, the fundamen-
tal units of quantum information, leverage quantum properties
like superposition and entanglement to perform complex cal-
culations. Entanglement is a quantum phenomenon where two
or more particles become interconnected. These concepts are
central to quantum computing and are explained further in the
glossary. This ability for qubits to be both 0 and 1 at the same
time, known as superposition, allows quantum computers to
solve complex problems much faster than traditional computers.
These time estimates assume idealized conditions, such as error-
free quantum hardware, qubit stability, and optimized quantum

algorithms. Current quantum hardware, however, faces limita-
tions, including decoherence and scalability issues, which make
practical implementations of Shor’s algorithm challenging'%.
To address this, researchers have explored various techniques in
post-quantum cryptography to mitigate quantum threats. Foun-
dational works in lattice-based cryptography and quantum key
distribution (QKD) have laid the groundwork, but challenges
remain, such as the difficulty of integrating quantum-resistant
algorithms into existing systems and the current absence of
quantum repeaters necessary for long-distance quantum commu-
nication. These gaps highlight the need for further advancements
to bridge the divide between theoretical solutions and practical
deployment®. Quantum computing also offers new ways to
secure information, such as quantum key distribution (QKD).
QKD uses quantum mechanics to create secure communication
channels that can detect any eavesdropping attempts, making the
communication theoretically unbreakable®. QKD integration
faces several challenges, including scalability, cost, and infras-
tructure compatibility. Current implementations, such as those
using the BB84 protocol, are limited by the reliance on quan-
tum repeaters for long-distance communication. These practical
barriers highlight the need for further research into scalable
quantum networks?. Additionally, the impact of quantum com-
puting on cybersecurity involves developing quantum-resistant
protocols and identifying potential weaknesses in quantum sys-
tems themselves. Researchers are creating comprehensive secu-
rity frameworks to protect against both traditional and quantum
threats, ™. This review brings together recent developments
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and ongoing research in the field, offering a broad overview
of how quantum computing is changing cybersecurity. By ex-
amining the application of quantum technologies, this review
aims to highlight key areas for future research and practical
steps to protect digital communications in the age of quantum
computing.

Methods

I used a systematic review methodology in this literature re-
view, involving a structured selection and analysis of academic
papers and reports published between 2021 and 2024, focus-
ing on quantum computing and cybersecurity. The purpose
was to provide a comprehensive understanding of how quan-
tum computing affects traditional cryptographic systems and
the development of quantum-resistant solutions. Only papers
published within our specified timeframe were considered. This
period was chosen to highlight the most recent advancements in
quantum computing technology and its implications for cyber-
security. These sources were selected from databases, including
MDPI, Springer, Diverse Daily, and The Quantum Insider. The
search strategy involved the use of specific keywords such as
“quantum computing,” “cybersecurity,” “quantum cryptography,”
and “quantum-resistant algorithms.” The search was conducted
across multiple databases, ensuring a comprehensive collection
of sites. The selected academic papers were analyzed through
grouping, with a focus on three primary areas: Quantum Com-
puting’s Threat to Classical Cryptography, Quantum-Resistant
Cryptography, and Quantum Key Distribution and Quantum-
Secure Networks. This approach of how different authors ad-
dressed the same topic allows for an in-depth exploration of the
current challenges and potential solutions in quantum cybersecu-
rity. For example, Raheman and Prajapat et al. both examine the
vulnerabilities of classical cryptography in the face of quantum
computing, but with different focal points. Raheman empha-
sizes the theoretical aspects of quantum attacks, while Prajapat
et al. explore practical quantum-resistant cryptographic meth-
ods. Earlier publications primarily discussed the challenges
posed by quantum computing, whereas more recent articles
focus on practical solutions and the current state of quantum-
secure technologies. The findings highlight the imminent threats
posed by quantum computing to classical cryptography, the de-
velopment of quantum-resistant cryptographic methods, and the
future potential of quantum-secure networks.

The table was created to combine the collected research into
a concise, understandable format. We used this table to system-
atically categorize and synthesize the methodologies, results,
and applications explored in each paper, providing a snapshot
that highlights the key contributions of each of the eleven stud-
ies. This approach facilitated easier comparison and helped
identify any research gaps, which is crucial for addressing the
question of how quantum computing affects cybersecurity. For

example, one study detailed in the MDPI paper on image en-
cryption implemented encryption on quantum simulators using
Qiskit, a quantum programming framework developed by IBM.
Qiskit allows users to create and manipulate quantum circuits
on IBM Quantum environments, showcasing the practical ap-
plication of quantum encryption techniques even with current
limitations such as the unavailability of quantum environments
with more than six qubits. Despite these constraints, the re-
sults demonstrated quantum computing’s potential in protecting
sensitive visual data from unauthorized access, making this
a critical area for further exploration as classical encryption
methods face obsolescence. Another study, from Digital Com-
mons, explores Shor’s algorithm and its significant threat to RSA
(Rivest-Shamir-Adleman) encryption by drastically reducing the
time required for prime factorization. The table includes a com-
parison showing that quantum computers can factorize large
numbers in seconds, compared to the years required by classical
computers, emphasizing the urgency of developing quantum-
resistant encryption methods. By systematically reviewing this
literature, I gained a comprehensive understanding of the re-
search landscape and future potential of quantum cybersecurity,
which will be explored in the following section.

Discussion

Quantum computing is an emerging computational power, dis-
tinct from classical computing, which relies on binary bits.
Quantum computers use quantum bits, or qubits, which can
exist in multiple states simultaneously due to the principles of
superposition and entanglement. This allows quantum comput-
ers to perform complex calculations at speeds unimaginable
for classical computers (Figure 1). This exponential advantage
highlights the vulnerability of classical encryption methods like
RSA, which rely on the computational infeasibility of prime fac-
torization. In the context of cybersecurity, quantum computing’s
ability to solve certain mathematical problems exponentially
faster than classical systems poses a significant threat to current
cryptographic methods.

Classical cryptographic systems, such as RSA encryption and
Elliptic Curve Cryptography (ECC), form the foundation of mod-
ern cybersecurity. In contrast, quantum cryptographic methods,
like lattice-based cryptography and Quantum Key Distribution
(QKD), address vulnerabilities posed by quantum computing.
Table 1 provides a comparative analysis, outlining key differ-
ences in computational principles, practical applications, and
scalability. These systems rely on the computational difficulty of
certain mathematical problems, such as factoring large integers
or solving logarithms. For instance, RSA encryption is based on
the assumption that "factoring large numbers is computationally
infeasible for classical computers”'Y. However, the emergence
of quantum computing challenges this. Shor’s algorithm, a quan-
tum algorithm discovered in 1994, can “efficiently factor large
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Table 1 Summary of Articles on Quantum Computing and Cybersecurity

Article

Method

Results

Data

Development of Cybersecurity Technology
and Algorithm Based on Quantum Comput-

ing

Tmage Encryption - Implemented encryp-
tion on quantum simulators.

Simulated results reported due to unavailability of quantum computing
environments with more than six qubits.

Protected sensitive visual data from unauthorized ac

s$ Or tampering, en-
suring confidentiality and integrity in digital communication and storage
systems. Used Qiskit, a quantum programming tool, on IBM Quantum
environments. Cipher images before and after 1 px change described as
C1 and C2 (used in equation when encrypting). Dimensions of images
to be encrypted (M, N).

Quantum Computing and Machine Learn-
ing for Cybersecurity: Distributed Denial of
Service (DDoS) Attack Detection on Smart
Micro-Grid

‘Quantum support vector machine model -
Implements quantum support vector ma-
chines for enhanced performance.

Achieves exponential speedup compared to classical support vector
machines. Provides prediction and detection capabilities for various

Quantum circuits, gates (building blocks that use quantum states to
represent input data) (such as Pauli-X, Pauli-Y, Hadamard, etc.), mea-

applications such as energy production, ion, cyber-attacks,
fraud detection, and fault detection. Quantum support vector machine
outperforms support vector machine in terms of accuracy, precision,
and recall leading to better classification of distributed denial of service
attacks (attacks where multiple compromised systems, infected with
malware, are used to target a single system or network, and flood it with
large volumes of traffic)

and the rep ion of quantum states using qubits.

'UNF Digital Commons - Showcase of Os-
prey Advancements in Research and Schol-
arship (SOARS): Shor’s Algorithm: How
Quantum Computing Affects Cybersecu-
ity

RSA (Rivest-Shamir-Adleman) Encryption

Shor’s Algorithm implementation showcases superior performance over
classical factoring algorithms, particularly evident for large numbers,
highlighting the potential of quantum computing in cybersecurity. Shor’s
Algorithm significantly reduces the time required for prime factorization,
making previously secure RSA encryption vulnerable to quantum at-
tacks. Offers insights into the efficiency and potential impact of quantum
computing, particularly in the context of factoring large numbers and its
implications for cybersecurity.

RSA encryption relies on the difficulty of factoring large numbers; Shor’s
Algorithm exploits quantum properties to efficiently factorize large num-
bers, potentially compromising RSA encryption keys. Time compar-
isons between classical and quantum computing for factoring: Quantum:
8.1857 seconds Classical: 548.1165 seconds RSA-250 (10250 digits):
Classical: 3000 years Quantum: minutes RSA-600 (10090 digits): Clas-
: more than 15,000,000,000 hours (years) Quantum: intractable

A Review of Quantum Cybersecurity:

Threats, Risks and Opportunities

A study incorporating existing research on
quantum cybersecurity, focusing on threats
and opportunities posed by quantum com-
puting. They reviewed fundamental studies
and proposed approaches to address quan-
tum threats. This study highlights that while
quantum computing can break traditional
encryption, advancements in quantum tech-
nologies can enhance security.

Quantum computing poses significant cybersecurity threats due to its
potential to break traditional encryption methods, such as RSA and ECC.
However, quantum technologies also offer opportunities for enhanced
security measures, such as quantum key distribution (QKD).

"Quantum computers can solve certain problems exponentially faster
than classical computers, threatening RSA and ECC encryption meth-
ods” ”Quantum Key Distribution (QKD) uses principles of quantum
mechanics to enable secure ication channels” Dy

of quantum-resistant algorithms, such as lattice-based cryptography, is
critical to counter quantum threats™

Quantum Key Distribution for 5G Net-
works: A Review, State of Art and Future
Directions’

This study reviews the current state of quan-
tum key distribution (QKD) in 5G networks,
detailing various protocols and their imple-
mentations. It highlights the potential for
QKD to enhance the security of 5G com-
munications through key distribution and
message sharing.

The study identifies critical gaps and proposes improvements for integrat-
ing QKD with 5G networks. It concludes that QKD can significantly en-
hance security by mitigating vulnerabilities inherent in classical encryp-
tion methods. Proposed QKD systems: Privacy-By-Design architecture,
location-private based on multi-access edge ing, software-defined
privacy,

"The proposed QKD systems can achieve secure key distribution rates of
up to 1 Mbps, which is sufficient for most 5G applications” “Privacy-by-
Design (PbD) is one of the general architectures for 5G privacy that future
researchers can define and focus on. Other wide areas can be investigated,
on-privacy based on multi-access edge computing (MEC).
Data processing for MEC occurs at the edge nodes, where the operators
will monitor and control the nodes. Moreover, some examples of 5G
applications that will directly impact the privacy solutions are healthcare,
ToT, transportation, and smart cities.” “Furthermore, other methods such
as software-defined privacy (SDP) also can be used in the 5G network.
SDP allows privacy officers to define and implement an Iaa$ Cloud
Customer privacy policy]. The methods in managing and storing data
under different policies are still at an early stage. The author proposed
PADRES, an open-source tool to examine web applications and aid in
the compliance process for securing data, privacy, and security. The
proposed tools can be extensible by adding questions related to general
data protection regulation and more cookie and vulnerability analysis
(ools”

Post-Quantum Cryptographic Schemes for
Security Enhancement in 5G and B5G (Be-
yond 5G) Cellular Networks®!

The article explores various post-quantum
cryptographic schemes designed to secure
5G and beyond 5G (B5G) networks. It ana-
lyzes the potential of machine learning ap-
proaches and other advanced techniques to
support the security requirements of these
networks.

The study concludes that post-quantum cryptographic schemes, com-
bined with machine learning, can enhance the security of 5G and B5G
networks, making them resilient to quantum attacks. Proposed scheme:
Deep-CRNet

“Opportunistic Spectrum Access (OSA) is a model used for dynamic
spectrum access. It allows secondary users (SUs) to opportunistically
access spectrum bands that are temporarily unused by primary users
(PUs). The goal is to enable unlicensed users to utilize radio spectrum
while ensuring sufficient protection for licensed users.” "The proposed
Deep-CRNet framework achieved an accuracy of 99.74% in detecting op-
portunistic spectrum access problems in 5G and B5G networks” “devised
an incentive framework based on deep learning known as Deep-CRNet
for detecting opportunistic spectrum access (OSA) problem in 5G and
B5G cognitive radio”

Table 2 Comparison of Estimated Classical vs. Quantum Computing
Times

Size of N Classical Quantum
RSA-250 (10%° dig- | 3000 years Minutes
its)

RSA-600 (10°% dig- | >15,000,000,000 Hours

its) years

integers, making it possible for quantum computers to break
RSA encryption in polynomial time” 10, This poses a signifi-
cant threat to the security of data protected by RSA, ECC, and
other similar cryptographic systems“. As quantum computers
approach practical implementation, the potential for them to
render these classical encryption methods obsolete becomes
increasingly real.

In response to the threat posed by quantum computing, re-

searchers have been developing quantum-resistant cryptographic
algorithms. These algorithms are designed to remain secure
even in the presence of quantum computers. Unlike classical
algorithms that rely on the difficulty of factoring or solving log-
arithms, quantum-resistant algorithms are based on problems
that are believed to be hard even for quantum computers. Ex-
amples of such algorithms include lattice-based cryptography,
hash-based cryptography, and code-based cryptography.

Lattice-based cryptography relies on the hardness of prob-
lems like the Shortest Vector Problem (SVP) and Learning with
Errors (LWE), which are considered computationally infeasible
even for quantum computersll_]-'. For instance, the SVP can be
defined as finding a non-zero vector v in a lattice L such that
[|[v|| is minimized. The complexity of solving SVP increases
exponentially with the lattice dimension, providing strong secu-
rity guarantees. Similarly, Learning with Errors (LWE) involves
solving for a secret s given a noisy linear equation b=As+e,
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where e represents noise added to the system.

Hash-based cryptography, on the other hand, secures digital
signatures by relying on the collision resistance of cryptographic
hash functions. For example, the Lamport One-Time Signature
Scheme generates keys and signatures using hash functions and
is resistant to quantum attacks. Code-based cryptography, such
as the McEliece cryptosystem, “depends on the hardness of
decoding random linear codes,” offering robust defenses against
quantum algorithms®. The National Institute of Standards and
Technology (NIST) has been leading an effort to standardize
these quantum-resistant algorithms.

Quantum Key Distribution (QKD) is a cutting-edge tech-
nology that leverages the principles of quantum mechanics
to secure communications. Unlike classical key distribution
methods, which can be intercepted and compromised, QKD
ensures that any attempt to eavesdrop on the key exchange pro-
cess is detectable. This is achieved through the disturbance it
causes to quantum states”. QKD has already been successfully
demonstrated in several experimental setups and is seen as a
cornerstone of quantum-secure communication networks. For
example, the BB84 protocol, one of the first QKD protocols,
has been implemented in various experimental and commercial
systems, providing a practical means of secure key exchange in
the presence of quantum threats''". The potential for QKD to be
integrated into existing communication infrastructures, such as
fiber-optic networks, makes it a promising solution for achieving
quantum-secure communications.

Bridging the knowledge gap for policymakers and the pub-
lic requires the creation of accessible educational tools, such
as interactive simulations, workshops, and comprehensive pol-
icy guides. These resources can help stakeholders understand
the implications of quantum technologies and enable informed
decision-making in areas like regulatory frameworks and in-
frastructure investments. Quantum networks, which utilize the
principles of quantum entanglement and superposition, offer
unprecedented levels of security by enabling secure communi-
cation channels that “theoretically provide unbreakable encryp-
tion”12. These networks would allow for the secure transmission
of information across large distances without the risk of inter-
ception or tampering.

The development of quantum-secure networks will require
significant advancements in both quantum hardware and soft-
ware. Hybrid cryptographic systems that combine classical and
quantum-resistant methods offer a viable solution to address
backward compatibility, ensuring legacy systems remain oper-
ational during the transition. For instance, quantum repeaters,
which are necessary for extending the range of quantum commu-
nication networks, are still in the experimental stage. Without
these repeaters, long-distance quantum communication remains
unfeasible. Additionally, the establishment of global standards
for quantum communication, including protocols for QKD and
quantum-resistant cryptographic methods, will be essential for

the widespread adoption of quantum-secure networks 2.

The integration of quantum computing into cybersecurity
is not without challenges. The transition from classical to
quantum-resistant cryptography will require significant changes
to existing systems and infrastructures. This transition is fur-
ther complicated by the varying efficiency and applicability of
quantum-resistant algorithms.

Lattice-based cryptography, for instance, provides a high level
of security but comes with computational overhead due to large
key sizes and slower encryption speeds’!. Hash-based cryptog-
raphy, known for its simplicity and computational efficiency, is
particularly effective for digital signature schemes but is less
versatile for other cryptographic applications®. Code-based
cryptography, while offering robust defenses against quantum
attacks, suffers from scalability issues due to its substantial
memory and storage requirements.

These differences underscore the importance of selecting
quantum-resistant algorithms based on the specific security and
performance needs of a given application. For example, lattice-
based cryptography is well-suited for general-purpose encryp-
tion in communication systems, whereas hash-based schemes
excel in environments that prioritize speed and efficiency, such
as lightweight Internet of Things devices. These devices are
physical objects that can connect and share data over the in-
ternetl. For example, industries such as banking and health-
care face unique challenges, including the high costs of upgrad-
ing legacy infrastructure, ensuring backward compatibility, and
training personnel to adopt new technologies. Moreover, the
development of quantum hardware, such as quantum computers
and quantum communication devices, is still in its infancy, with
many technical hurdles yet to be overcome. In addition to techni-
cal challenges, ethical and regulatory considerations are critical.
Privacy concerns and compliance with cybersecurity laws across
international jurisdictions pose significant hurdles, which must
be addressed to ensure the responsible deployment of quantum-
secure systems=. Despite these challenges, the potential benefits
of quantum-secure networks, including the ability to protect
sensitive data against quantum attacks, make this an area of
intense research and development.

Analysis

While the field has made significant strides in identifying and
developing potential solutions, the literature led me to the con-
clusion that there remain considerable gaps that must be ad-
dressed to ensure quantum cybersecurity. A major gap is the
transition from theoretical quantum-resistant cryptographic algo-
rithms to their practical implementation on a global scale. Table
1 provides insights into the strengths and limitations of differ-
ent quantum-resistant algorithms, such as lattice-based, hash-
based, and code-based methods. For example, lattice-based
cryptography offers high scalability but faces challenges due to
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larger key sizes, while hash-based systems are efficient but lim-
ited in versatility. These comparisons highlight how algorithm
selection must balance security, efficiency, and applicability,
depending on specific use cases and infrastructure constraints.
Although algorithms like quantum key distribution (QKD) have
shown promise, their integration into existing systems is far
from straightforward. Lattice-based cryptography, for instance,
relies on complex mathematical problems that are believed to
be resistant to quantum attacks, but “scaling these algorithms
for global use presents challenges in terms of computational
efficiency and compatibility with current systems”=.

The challenge lies not only in ensuring the algorithms are truly
resistant to quantum attacks but also that they are implemented
correctly into current frameworks. The complexity of quantum-
resistant algorithms, combined with the current limitations of
quantum hardware, makes this task daunting. As noted in a
study, ”quantum computers are currently limited by the number
of qubits they can effectively utilize, with most environments
only supporting up to six qubits™. This limitation restricts the
ability to test and deploy quantum-resistant algorithms at scale,
leading to a significant gap between theoretical advancements
and practical applications.

Alice Bob
a Application Link g
‘ Encryptor Decryptor ‘

-

Y uantum Channel =
QKD | Q | QKD
Modul Modul
= Classical Channel =

Fig. 1 How Quantum Key Distribution (QKD) Procedures Work®

Moreover, while the development of quantum computers is
progressing, the current limitations of them mean that large-
scale, practical quantum-secure networks are still years away.
For example, quantum repeaters, which are essential for ex-
tending the range of quantum communication networks, are
still in the experimental stage. Without these repeaters, long-
distance quantum communication remains unfeasible, delaying
the deployment of global quantum-secure networks®. A study
on quantum key distribution highlights that ”current QKD sys-
tems can achieve secure key distribution rates of up to 1 Mbps,
which is sufficient for most 5G applications but far from what
is needed for broader, more complex networks™ 1%, This illus-
trates the significant technical challenges that must be overcome
before quantum-secure networks can be widely adopted. Fig-
ure 1 depicts the process of Quantum Key Distribution (QKD),

showcasing Alice and Bob as the sender and receiver exchang-
ing quantum keys encoded in polarized photons. The quantum
channel enables this exchange, with each photon’s polarization
representing a binary value (0 or 1). To detect potential eaves-
dropping, discrepancies in the shared key are measured, as any
interference by a third party disrupts the quantum state, reveal-
ing their presence. A classical communication channel is also
depicted, used for error reconciliation and key verification to
ensure the integrity and security of the final shared key.

Ongoing research should focus on optimizing quantum-
resistant algorithms for real-world use, ensuring they can be
efficiently integrated into existing systems without prohibitive
costs or performance degradation. For instance, a study on post-
quantum cryptographic schemes for SG networks suggests that
“deep learning approaches can enhance the security of these
networks, making them resilient to quantum attacks”®. How-
ever, the integration of these advanced cryptographic methods
into existing infrastructure requires significant investment and
coordination across multiple sectors.

Collaborative efforts between academia, industry, and govern-
ment agencies will be crucial in establishing global standards
and protocols for quantum-secure communications to ensure
fast progress is being made. The urgency of this collaboration
is underscored by the looming threat of quantum computing to
current cybersecurity protocols. As one source notes, “without
enhanced quantum computing capabilities, current cybersecurity
algorithms are at risk of becoming obsolete”!2. This includes
continued research into quantum repeaters and the expansion of
quantum networks to enable secure long-distance communica-
tion.

This delay in technology poses a risk, as current cybersecu-
rity algorithms won’t survive without being enhanced through
quantum computing. For example, Shor’s algorithm, which dras-
tically reduces the time required for prime factorization, poses a
’significant threat to RSA encryption,” making the development
of quantum-resistant alternatives a critical priority. The gap
between the theoretical promise of quantum-resistant cryptogra-
phy and its practical implementation must be bridged to protect
digital communications in the quantum era. This challenge is
not just technical but also organizational, requiring global co-
ordination and significant advancements in quantum hardware
and software.

Analysis Limitations

This review focuses on recent advancements in quantum cryp-
tography, drawing from studies published between 2021 and
2024 to ensure the discussion reflects the latest developments in
the field. While this approach captures contemporary trends and
applications, it may inadvertently exclude foundational works
that have significantly shaped the theoretical framework of quan-
tum cryptography. Although these earlier studies have been
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extensively reviewed elsewhere, their omission here might limit
the historical context for readers seeking a more comprehensive
understanding of the field’s evolution.

The sources used in this review include reputable academic
platforms such as MDPI and Springer, alongside insights from
non-traditional databases like Diverse Daily and The Quantum
Insider. These less conventional sources provide valuable per-
spectives on industry trends and practical applications. However,
their inclusion comes at the expense of the academic rigor typi-
cally associated with databases such as IEEE Xplore and ACM
Digital Library. While these diverse sources broaden the scope
of the review, future studies should prioritize well-established
academic platforms to enhance credibility and provide a more
robust foundation.

This review does not provide an analysis of success rates
across quantum-resistant cryptographic methods due to the lack
of consistent and standardized data in existing literature. Instead,
the focus has been on exploring the strengths and challenges of
various approaches. As the field progresses and more compara-
ble data becomes available, future work could offer a detailed
quantitative evaluation to better understand the effectiveness of
different cryptographic methods.

Similarly, the technological readiness levels of quantum-
resistant solutions are not assessed in this review. The absence
of consistent reporting on this metric in existing studies makes
it difficult to perform a meaningful comparison. Instead, the
discussion centers on theoretical advancements and practical
developments, leaving readiness levels as a topic for future ex-
ploration. A dedicated study with comprehensive data would
be essential to evaluate how prepared these technologies are for
real-world implementation.

While this review offers a focused examination of recent de-
velopments in quantum cryptography, these limitations highlight
opportunities for further research. Future studies could expand
the scope by integrating a wider range of sources, analyzing
success rates, and evaluating technological readiness levels to
provide a more complete understanding of the field’s current
and emerging landscape.

Conclusion

The importance of understanding quantum computing’s impact
on cybersecurity is immense, as it directly challenges the foun-
dation of our current digital security systems. This review has
shown that while quantum technologies hold the potential to
revolutionize cybersecurity by introducing quantum-resistant
algorithms and Quantum Key Distribution (QKD), significant
challenges remain. Future research should focus on address-
ing these challenges, including advancing quantum repeaters
for long-distance communication and optimizing hybrid cryp-
tographic systems for compatibility with current infrastructure.
The transition from theoretical research to practical, scalable

solutions is not straightforward. Current quantum-resistant cryp-
tographic methods, though promising, face hurdles in terms of
computational efficiency and integration into existing infras-
tructures. The practical implementation of these methods at a
global scale is still in its infancy, and without overcoming these
barriers, the security of our digital communications remains at
risk.

Moreover, the development of quantum hardware, such as
quantum computers and quantum repeaters, necessary for long-
distance communication, is still in the experimental stages. This
technological gap must be bridged to enable the widespread
deployment of quantum-secure networks. Additionally, global
standards and protocols for quantum communication need to
be established to ensure that advancements in quantum cyber-
security are consistent and universally applicable. Efforts by
organizations like NIST’s Post-Quantum Cryptography Stan-
dardization initiative and ETSI’s quantum-safe cryptography
task force demonstrate the importance of international collabo-
ration!®, Efforts by organizations such as NIST’s Post-Quantum
Cryptography Standardization initiative and ETSI’s quantum-
safe cryptography task force demonstrate the importance of
international collaboration in addressing these challenges‘2.

The next steps in this field should involve not only advancing
the technical aspects of quantum cybersecurity but also fostering
collaboration across academia, industry, and government. This
includes continued research into quantum repeaters and the
expansion of quantum networks to enable secure long-distance
communication. The urgency of this work cannot be overstated,
as the continued development of quantum computing threatens
to render existing cryptographic systems obsolete. Thus, it is
imperative that the global community acts swiftly to develop
and deploy quantum-secure solutions, ensuring the resilience
and security of digital communications in the quantum era.

References

1 C.Fedele and A. Asaithambi, Shor’s Algorithm: How Quantum Computing
Affects Cybersecurity, 2021, https://digitalcommons.unf.edu/
soars/2021/spring-2021/96/.

2 F Raheman, The future of Cybersecurity in the Age of Quantum Computers,
2022, https://doi.org/10.3390/£114110335

3 K.-K. Ko and E.-S. Jung, Development of Cybersecurity Technology and
Algorithm Based on Quantum Computing, 2021, https://doi.org/
10.3390/appl11199085.

4 J. Dargan, Quantum Cybersecurity explained: Comprehensive guide, 2024,
https://thequantuminsider.com/2024/03/13/quantum—
cybersecurity—explained-comprehensive—quide/#:
~:text=In%20cybersecurity%$2C%2%E2%80%9Cquantum$
20security$E2%80%9D,digital%20communications$
20against%$20quantum%$20threats

wn

S. Kuo, K. Tseng, C. Yang et al., Efficient multiparty quantum secret sharing
based on a novel structure and single qubits, 2023, https://doi.org/
10.1140/epjot/s40507-023-00186-x!

6 | NHSJS Reports

© The National High School Journal of Science 2025


https://digitalcommons.unf.edu/soars/2021/spring_2021/96/
https://digitalcommons.unf.edu/soars/2021/spring_2021/96/
https://doi.org/10.3390/fi14110335
https://doi.org/10.3390/app11199085
https://doi.org/10.3390/app11199085
https://thequantuminsider.com/2024/03/13/quantum-cybersecurity-explained-comprehensive-guide/#:~:text=In%20cybersecurity%2C%2%E2%80%9Cquantum%20security%E2%80%9D,digital%20communications%20against%20quantum%20threats
https://thequantuminsider.com/2024/03/13/quantum-cybersecurity-explained-comprehensive-guide/#:~:text=In%20cybersecurity%2C%2%E2%80%9Cquantum%20security%E2%80%9D,digital%20communications%20against%20quantum%20threats
https://thequantuminsider.com/2024/03/13/quantum-cybersecurity-explained-comprehensive-guide/#:~:text=In%20cybersecurity%2C%2%E2%80%9Cquantum%20security%E2%80%9D,digital%20communications%20against%20quantum%20threats
https://thequantuminsider.com/2024/03/13/quantum-cybersecurity-explained-comprehensive-guide/#:~:text=In%20cybersecurity%2C%2%E2%80%9Cquantum%20security%E2%80%9D,digital%20communications%20against%20quantum%20threats
https://thequantuminsider.com/2024/03/13/quantum-cybersecurity-explained-comprehensive-guide/#:~:text=In%20cybersecurity%2C%2%E2%80%9Cquantum%20security%E2%80%9D,digital%20communications%20against%20quantum%20threats
https://doi.org/10.1140/epjqt/s40507-023-00186-x
https://doi.org/10.1140/epjqt/s40507-023-00186-x

6 D. Said, Quantum Computing and Machine Learning for Cybersecurity:
Distributed Denial of Service (DDoS) Attack Detection on Smart Micro-
Grid, 2023, https://doi.org/10.3390/en16083572,

7 M. H. Faruk, S. Tahora, M. Tasnim, H. Shahriar and N. Sakib, A Review of
Quantum Cybersecurity: Threats, Risks and Opportunities, 2022, ht tps :
//doi.org/10.48550/arXiv.2207.03534.

8 A. Mukherjee, Quantum Key Distribution: The Future of Secure
Communication, 2024, https://www.electronicsforu.com/
technology-trends/quantum-key-distribution-—
future-secure-communication,

9 S. Bhatt, B. Bhushan, T. Srivastava and V. Anoop, Post-quantum crypto-
graphic schemes for Security Enhancement in 5G and B5G (beyond 5G) Cel-
lular Networks, 2023, https://doi.org/10.1007/978-981-99-
3668-7_12.

10 M. Adnan, Z. A. Zukarnain and N. Harun, Quantum Key Distribution
for 5G Networks: A Review, State of Art and Future Directions, 2022,
https://doi.org/10.3390/£114030073.

11 S. Prajapat, P. Kumar and S. Kumar, A privacy preserving quantum authenti-
cation scheme for secure data sharing in wireless body area networks, 2024,
https://doi.org/10.1007/s10586-024-04449-9|

12 Quantum Communication Networks for Secure Data Exchange, 2024,
https://diversedaily.com/quantum—communication—
networks—for-secure-data-exchange/.

© The National High School Journal of Science 2025

NHSJS Reports

|7


https://doi.org/10.3390/en16083572
https://doi.org/10.48550/arXiv.2207.03534
https://doi.org/10.48550/arXiv.2207.03534
https://www.electronicsforu.com/technology-trends/quantum-key-distribution-future-secure-communication
https://www.electronicsforu.com/technology-trends/quantum-key-distribution-future-secure-communication
https://www.electronicsforu.com/technology-trends/quantum-key-distribution-future-secure-communication
https://doi.org/10.1007/978-981-99-3668-7_12
https://doi.org/10.1007/978-981-99-3668-7_12
https://doi.org/10.3390/fi14030073
https://doi.org/10.1007/s10586-024-04449-9
https://diversedaily.com/quantum-communication-networks-for-secure-data-exchange/
https://diversedaily.com/quantum-communication-networks-for-secure-data-exchange/

